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ARTICLE INFO ABSTRACT
Keywords: Wireless communications have gained huge attention over the past decades because of continuously increasing
Cognitive Radio Networks (CRNs) demands. The main goal of all wireless network designers is to utilize the spectrum efficiently. Many techniques

In-Band Full-Duplex (IBFD) communications
Self-Interference Cancelation (SIC)
Spectrum sensing

Spectrum-aware routing

have been introduced to tackle this. One of these techniques is Cognitive Radio Technology, which allows
unlicensed users to utilize the neglected spectrum by operating alongside with the licensed users. In-Band
Full-Duplex (IBFD) technology is another technology that has allowed wireless devices to communicate
simultaneously in the same frequency band, which also efficiently increased the utilization of the spectrum.
The implementation of these two technologies in unison has been attracting researchers’ interests in recent
years. The main concentration of this work is to survey IBFD Cognitive Radio Networks (IBFD-CRNs) from the
perspective of each layer, namely the Physical (PHY), Medium Access Control (MAC) and network layers. The
key objective of this work is to help the research community in understanding the big picture of this field,
starting from the very basics of cognitive radios, then going through recent advances of IBFD communications
with coverage of several Self Interference Cancelation techniques and finally ending with discussing the basic
concepts of IBFD-CRNs along with providing some future research directions.
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1. Introduction

Wireless networks have grown tremendously over the past few years
and are expected to continue to grow. Nowadays, wireless connections
can be implemented anytime and anywhere with seamless mobility
and coverage, i.e. users are able to remain connected while wandering
between different networks. All of this was achieved due to the contin-
uous development of wireless communication technologies [1,2]. Some
of the advanced wireless communication technologies used in modern
networks are Orthogonal Frequency Division Multiplexing/Orthogonal
Frequency Division Multiple Access (OFDM/OFDMA), Multiple An-
tenna Systems and Massive Multiple Input Multiple Output (MIMO),
Millimeter Wave Communication (a.k.a. Mm-wave communication),
Relay Networks, femtocells, and Cognitive Radios (CR) [3-6].

Obviously, wireless communication systems used to be designed to
operate with orthogonal resources, such as time, frequency or code
(e.g., OFDM). Fascinatingly, system designers are shifting their inter-
est towards new non-orthogonal transmission modes, such as Non-
Orthogonal Multiple Access (NOMA), non-orthogonal Filter Bank Multi
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Carrier (FBMC) or In-Band Full-Duplex (IBFD). This is because the
Self-Interference (SI) problem, that faces these modes, is now canceled
with a reasonable performance. Remarkably, the SI caused in IBFD
mode is lower than the SI caused in other non-orthogonal modes,
therefore IBFD has gained much more interest.

The mix of IBFD and CR technologies is an interesting topic nowa-
days, because it can support internet-of-things and handle the spectrum
scarcity problem. Specifically, CRs use dynamic spectrum allocation,
which will allow the devices to connect without consuming the spec-
trum as in fixed spectrum allocation. Additionally, using IBFD-CRs
in internet-of-things will double the spectrum utilization by operat-
ing in one spectrum band per device. Such advantages represent the
motivation behind this work.

In general, a CR senses the spectrum, determines the vacant fre-
quency bands, dynamically changes its operating parameters, and then
uses the vacant bands to communicate with other CRs. Such capabilities
allow the CR to operate in licensed and unlicensed bands. This therefore
can help the CR to efficiently utilize the spectrum, i.e., it fills the holes
of the spectrum without requiring an extra band to operate. Moreover,
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the unlicensed bands do not belong to any particular service or user,
while the licensed bands refer to the spectrum bands registered to
specific wireless services or applications.

IBFD technology allows the transmitting and receiving terminals of
a device to operate instantaneously in the same frequency band. There-
fore, theoretically, using IBFD would double the spectrum utilization,
i.e., the same spectrum band will be used by each device, instead of
two bands, so other vacancies will be left for other devices to use.
However, the main challenge facing this technology is SI, which needs
to be canceled in order to use IBFD technology.

SI-Cancelation (SIC) can be achieved using several passive and
active techniques. Passive techniques are related to antenna design
whereas active techniques operate inside the receiving terminal and
they are divided into analog radio frequency (RF) cancelation (done
before discretizing and digitizing the received signal) and digital can-
celation (operates on the digital signals).

Furthermore, employing IBFD technology in Cognitive Radio Net-
works (CRNs) allows each unlicensed user to sense the spectrum while
transmitting data or transmit and receive data instantaneously. Thus,
in the first case, sensing errors will decrease and the spectrum will be
efficiently utilized, particularly, reducing the false alarms in the sensing
process will definitely allow the CR to use more of the vacant spectrum
without letting it go to waste (cleared in Section 4.2.2). In the second
case, the throughput of the CRN will increase.

IBFD-CRNs differ from other IBFD networks by the flexibility in
the spectrum utilization, i.e., IBFD-CRNs dynamically use any vacant
spectrum band for each device rather than allocating a specific band
with no changes. This reduces the number of allocated spectrum bands
in the long run and allows various devices to use the same spectrum
band over and over.

To the best of our knowledge, there is no prior survey similar to
ours. In particular, the amount of information provided in this work
with this detail have not been surveyed in one place before. Addi-
tionally, the flow of this work is compatible for beginners, moderate,
and professional readers. With that being said, the existing surveys
related to specific subjects of this work are provided in each subject’s
sub-section.

The general structure of this work is summarized in Fig. 1. In
Section 2, the basics of Cognitive Radios are explained in order to
provide a solid understanding of how the whole cognitive radio concept
works. Each important concept in Half-Duplex CRNs (HD-CRNs) is
then discussed to help understand the connection between the old
HD mode and the new IBFD mode of operation in CRNs. In Sec-
tion 3, the motivation, advantages, applications and challenges of IBFD
communications are discussed along with the SIC techniques used to
overcome the main challenge of IBFD. Section 3 is going to answer
the following questions: “What is IBFD?”, “Why IBFD was not used
before this point?” and “Why would IBFD be used in CRNs, especially
now?” In Section 4, the concepts of IBFD-CRNs are covered from the
perspective of each layer. In the Physical (PHY)-layer, SIC consider-
ations in IBFD-CRNs are discussed, PHY layer spectrum management
protocols and spectrum sensing techniques are then reviewed. Several
spectrum access protocols in the Medium Access Control (MAC) layer
are discussed. Additionally, a few considerations regarding the network
layer in IBFD-CRNs are discussed. As a final point, Section 5 provides
some recommendations for future research work. It cannot be missed
out to be mentioned that all abbreviations used in this work are
well-defined in Table 1.

2. Fundamentals of half-duplex cognitive radios

Regulatory bodies in different countries, such as the federal com-
munications commission, have assigned a specific range of the radio
spectrum for each wireless service. The users of each licensed wire-
less service are called licensed or Primary users (PUs). Due to ever-
increasing demands on wireless services and applications, the ranges of
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Table 1
Abbreviations list and definitions.
Abbreviations  Definitions Abbreviations  Definitions
5G Fifth Generation LBT Listen-Before-Talk
ADC Analog-to-Digital NOMA Non-Orthogonal
Converter Multiple Access
AF Amplify and Forward MAC Medium Access
Control
AP Access Point MIMO Multiple Input
Multiple Output
ARQ Automatic Repeat OFDM Orthogonal Frequency
request Division Multiplexing
BS Base Station OFDMA Orthogonal Frequency
Division Multiple
Access
CR Cognitive Radio PHY Physical
CRNs Cognitive Radio PU Primary User
Networks
CSI Channel State QoS Quality of Service
Information
CSS Cooperative Spectrum RF Radio Frequency
Sensing
CSMA/CA Carrier Sense Multiple  RSI Residual
Access / Collision Self-Interference
Avoidance
DSA Dynamic Spectrum RTS/CTS Request-To-Send /
Access Clear-To-Send
FBMC non-orthogonal Filter SDR Software Defined
Bank Multi-Carrier Radio
FD Full-Duplex SI Self-Interference
FDD Frequency Division SIC Self-Interference
Duplexing Cancelation
FDTR Full-Duplex Transmit SNR Signal-to-Noise-Ratio
and Receive
FDTS Full-Duplex Transmit SU Secondary User
and Sense
FFT Fast Fourier TDD Time Division
Transform Duplexing
HD Half-Duplex VoIP Voice over Internet
Protocol
IBFD In-Band Full-Duplex WLAN Wireless Local Area
Network
LAT Listen-And-Talk WSNs Wireless Sensor
Networks

the radio spectrum assigned to some of these applications are becoming
very crowded with users. Spectrum ranges of other applications have
few users [7,8]. Ironically, this led to the predicament that mobile users
have no space in the spectrum to transmit, all the while some ranges of
spectrum are not fully utilized. This spectral inefficiency was conquered
with the use of cognitive radio technology, which was first introduced
in 1999 [9,10]. It is worth mentioning that the first worldwide wireless
standard based on cognitive radios using the TV spectrum was in 2005;
the IEEE 802.22 [11].

A Cognitive radio can be described as an enhancement of the
Software Defined Radio (SDR) concept [1]. An SDR system is a radio
communication system which can change its operating parameters,
i.e. it can tone to any frequency band and operate with any modula-
tion across a large frequency spectrum. An SDR system is actually a
programmable hardware that is controlled by a software.

2.1. Characteristics of cognitive radios

CR technology permits unlicensed (cognitive or secondary) users
(SUs) to make use of the spectrum vacancies in a certain region and at
a certain time, without or with limited interference with the PUs. Each
cognitive user has a transceiver, which must include radio environment
awareness and spectrum intelligence [7,8,12]. Spectrum intelligence is
the ability to learn about the spectrum environment (a.k.a. cognitive
capability) and adjust the transmission parameters accordingly (a.k.a.
reconfigurability) [13].

Fig. 2 illustrates the typical CR duty cycle, which consists of four
main processes [8]. They can be shortly described as the following:
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‘ Introduction

‘ Fundemantals of Half-Duplex Cognitive Radios

* Characteristics of cognitive radios

* Cognitive radio functions

* Applications of cognitive radios

* Dynamic spectrum access

* Cooperative dynamic spectrum access

* Sensing in half-duplex cognitive radio networks

In-Band Full-Duplex Communications

» Wireless communications: Motivations for using IBFD mode
* Advantages of in-band full-duplex

« Classifications and applications of IBFD technology

* Challenges of in-band full-duplex

* Self-interference cancelation

[In-Band Full-Duplex Cognitive Radio Networks

* Half-duplex versus full-duplex CRNs

* Physical layer considerations in IBFD-CRNs

* Medium access control layer considerations in IBFD-CRNs
* Network layer considerations in IBFD-CRNs

[Future reseach work and recomendations

* In-band full-duplex and self-interference-cancelstion
* In-band full-duplex cognitive radio networks

[ Conclusions

Fig. 1. The structure of this work.

(1) The sensing process
Detecting spectrum white spaces by monitoring the radio envi-
ronment.
(2) The analysis process
Characterization of the radio environment.
(3) The reasoning process
The process in which the reaction strategy is determined.

* Selecting best new operating parameters, e.g. frequency,
power, and modulation type.

+ Finding when to use the spectrum and when to vacate it,
e.g. some SUs leave the spectrum when the primary user
is active.

+ Coordinating with other users to access the spectrum.

(4) The adaption process
The process of transmitting to the new operating parameters.

2.2. Cognitive radio functions

There are functions that support the cognitive cycle, namely: Spec-
trum sensing and analysis, Spectrum management and handoff, and
Spectrum allocation and sharing [8]. These functions are categorized
from a different perspective, according to [2] and [14], as the fol-
lowing: spectrum sensing (finding spectrum white spaces), spectrum
decision (selecting the best operating parameters), spectrum sharing
(cooperating with other users), and spectrum mobility (leaving the
spectrum or changing the operating parameters according to PU’s
activates).

In a given network, CR nodes may have different levels of cognitive
capabilities or all of these nodes may have the same cognitive capability
[15]. Therefore, designing a full cognitive radio network can be very
challenging. That is because there are several system components that
need to be considered when designing cognitive radio networks. Some
of these system components are: PHY layer signal processing, MAC
layer spectrum management, and network layer routing and statistical
control. All of this has led to a different categorization of the CR
functions according to which layer these functions are in; PHY, MAC,
or network layer [15]. This classification is added to the processes of
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Adaption | Sensing
+ PHY layer * PHY layer
|
Reasoning || Analysis
*PHY MAC & *PHY MAC&
Network layers Network layers

Fig. 2. Cognitive cycle from [8] with layered classification from [15].

the cognitive cycle in Fig. 2. In addition, it is illustrated thoroughly in
Fig. 3 as discussed in the following text.

2.2.1. In the physical layer

Spectrum sensing allows CR users to identify spectrum gaps (i.e.
available channels), while environmental learning helps the CR users
to get radio environment knowledge at a higher level, i.e. CR users will
know the channel-state information (CSI) or the channel gain from the
CR transmitter to the primary receiver [13]. These operations provide
the basic information for the cognitive spectrum access that is carried
out through the transceiver optimization and reconfiguration function.

2.2.2. In the medium access control layer

The sensing scheduling and the spectrum-aware access control func-
tions are managed by the sensing-access coordinator. More specifically,
the spectrum sensing scheduler manages the sensing operations, while
the spectrum-aware access control manages access operations to the
recognized spectrum gaps. The sensing-access coordinator manages
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Fig. 3. Functions of the Cognitive Radio, classified based on the layers [15].

these operations in a timely basis by balancing between the sensing
duty and the spectrum access opportunity that a CR user might get.

2.2.3. In the network layer

There are three important functions in the network layer. These
functions are the network tomography, quality of service (QoS) and
error control, and spectrum-aware routing [7,15].

The network tomography is the process of sensing traffic patterns
of the primary and the coexisting networks; because traffic patterns
are important to understand the utilization of the network from a
packet-level point of view and they are important for the routing
design.

QoS, error, congestion and topology controls are the main requisites
for a successful CRN. Statistical controls can be used to handle these
requisites over CRNs that have opportunistic links. Furthermore, the
node-to-node availability statistics, the delay control [16] and the
statistical QoS control [17] are the practical replacements of the end-
to-end services in a CRN. Moreover, these statistical controls can be
used to build the tomography of the CRN in order to obtain some
information that is useful for routing [16]. For instance, cooperative
relays are usually associated with node-to-node availability statistics,
which can be measured by observing the history and the statistics of the
successfully transported packets over a specific cooperative relay path.
Additionally, since explicit propping packets or implicit traffic packets
are always transmitted over multiple links in cooperative networks, a
CRN tomography can be created using the node-to-node availability
statistics. In summary, the tomography of a CRN and the statistical con-
trols assist the source node in estimating the probability of successfully
transmitting packets over a group of possible cooperative relay paths,
based on the reception historical record of the destination node [15].
It is worth mentioning that optimization of lower levels and cross-layer
processes in the viewpoint of QoS control have been studied in [18-20].

Generally, the spectrum-aware routing function has two problems
to handle [15]. The first problem is finding out how to make the
routing algorithms and protocols aware of the dynamically available
spectrum gaps and how to make these algorithms adapt their operations
accordingly. Consequently, the second problem is finding out how to
make these algorithms interact with dynamic spectrum access routines
in order to find routing paths with minimum interferences.

Ultimately, the spectrum manager function combines all three layers
and handles accessing vacant spectrum dynamically and efficiently.

Other characterizations of the CR functions are also available in
[7,21].

2.3. Applications of cognitive radios

CR technology can be used in many applications, depending on
the network architecture and the spectrum access technique [21]. In
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general, CRN architectures can be categorized as infrastructure-based
(i.e. centralized) networks or ad-hoc (i.e. distributed) networks [15,
22,23]. In addition, spectrum access techniques can be concurrent or
opportunistic [1]. Some of the CR applications discussed in the liter-
ature are: smart grid networks [24-30], public safety networks [31],
Wireless Sensor Networks (WSNs) [32-35], cellular networks [36-46],
high-speed vehicle networks [47-52], unmanned aerial vehicles [53]
and multimedia applications [54,55]. Each application focuses on some
specific network resources such as transmission time slots, transmission
power, spectrum white space, sensing nodes, sensing channels and the
required throughput. The following text summarizes some of these
applications.

Smart grid networks considered wireless communications to support
the required transmission distance variance, as the customers are not all
at the same distance from the power providing company. Furthermore,
CRs were considered in such networks in order to efficiently utilize the
spectrum in the customer’s area.

Public safety networks use CRs to provide reliable and stable com-
munications under any circumstance.

WSNs can employ CR technology to dynamically use the avail-
able spectrum, thus avoiding congestion and interference with other
networks in the area.

In cellular networks, CR technology can be employed in the Base
Stations (BSs) to collaborate with the TV network in order to access the
vacant spectrum. Furthermore, CR technology alongside with OFDM
can be used in relay-based cellular networks in order to increase the
capacity and coverage of cells while efficiently utilizing the spectrum
and increasing the throughput of the system.

High speed vehicle networks use CRs to cope with the rapidly
changing channel availability.

Multimedia applications use CR technology in order to provide extra
bandwidths to meet their huge demands. Additionally, multimedia
applications have the ability to be supported by any CR-based network
such as public safety, CR-WSNs, CR-cellular networks and others.

2.4. Dynamic spectrum access

Dynamic spectrum access (DSA) (or white space utilization as in
[2]) can be defined as a technique in which the operating spectrum of a
radio network can be selected dynamically from the existing spectrum
[31,48]. DSA has been proposed as a policy to allow the SUs and
the PUs to coexist in the same frequency band in order to utilize the
valuable spectrum in a better way [9,56].

Generally, SUs access the spectrum dynamically by one of two
methods [1], which are explained in the following text as seen in Fig. 4.
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Fig. 4. Underlay and Overlay spectrum access, [1].

2.4.1. Spectrum underlay

In spectrum underlay [57], the SUs transmit in the spectrum band
while PUs are active, but each SU’s transmitter is governed by the
PU'’s interference temperature limit (i.e. the noise tolerance level of the
PU). This method of spectrum access is also called concurrent spectrum
access as in [15], and spectrum sharing as in [16].

2.4.2. Spectrum overlay

In spectrum overlay [57,58] the SUs transmit only when the PUs are
not transmitting in the spectrum band. Hence, there is no interference
temperature limit applied on the SU’s transmitter, but the SU definitely
needs to sense the unused spectrum (i.e. spectrum holes) and recon-
figure its transmission parameters accordingly to be able to transmit
without any interference with the PUs. This method of spectrum access
is also referred to as opportunistic spectrum access as in [15] and
interweave model as in [59]. Furthermore, the pioneering work that
proposed this approach of spectrum access can be found in [60] and
[9], in which it was called spectrum pooling.

At this point, it is worth mentioning that [2] referred to the in-
terweave model of DSA in IBFD-CRNs when the spectrum band is
not used by any PU at a certain time. This model was used in the
Listen-And-Talk (LAT) PHY-layer protocol [61] (see Section 4.2.2.2).
Furthermore, the interweave model in [2] is said to be different from
the aforementioned overlay model as it does not require the SUs to
change their transmission parameters to avoid interfering with the PUs.
Instead, the SUs have to suspend their transmissions while PUs are
using the frequency band because the frequency band is the same for
both primary and secondary networks (i.e. the separation between SUs
and PUs is in time domain not in frequency domain).

2.5. Cooperative dynamic spectrum access

There are two types of cooperative networks for multiple SUs [15,
22]. Namely, the centralized and the distributed scenarios.

2.5.1. Centralized networks

In the centralized CRNs, an Access Point (AP) can be used as a
central controller for all SUs [15]. The central controller is used to do
the following:

+ Sense the vacant spectrum or receive the sensing results from all
SUs in the network, depending on the network’s design.

+ Decide which SU is allowed to use the spectrum and at what time
it can use it.

+ Assign the transmission properties for the SUs, e.g. the transmis-
sion power and frequency.

Compared to distributed networks, the centralized networks allow the
SUs to have a high data rate. Besides, they guarantee that the sensing
process is reliable because of the central controller. Therefore, the
collisions can be avoided but they cannot allow the SUs to communicate
directly without the central controller.
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2.5.2. Distributed networks

In the distributed networks, all SUs in the system use the same
spectrum and each SU senses the spectrum and tries to access the
channel separately. Additionally, distributed networks do not have any
central controller to manage the SUs channel access. This can result
collisions to occur between SUs, therefore, multiple access protocols
must be used to manage the spectrum access process for every SU.
Multiple access protocols are known as MAC protocols to declare that
the MAC layer is managing these protocols.

There are two classes of MAC protocols, the carrier-sense-based and
the non-carrier-sense-based protocols. The former is denoted by the
Carrier Sense Multiple Access (CSMA) protocol and the latter is denoted
by the ALOHA and the Slotted ALOHA protocols [57].

The MAC protocols used in HD-CRNs have been surveyed thor-
oughly in the literature and therefore will not be discussed in this work,
as the focus here is on IBFD-CRN. For more details about various MAC
protocols used specifically in HD-CRNS, interested readers can refer to
[15] and [9].

2.6. Sensing in half-duplex cognitive radio networks

Spectrum sensing is one of the most essential parts in CRNs. It is
defined as the process that finds the available parts of the licensed
spectrum band [21]. Sensing technique’s performance can be measured
in terms of many parameters such as sensing delay and throughput
of SUs. The performance parameters are set based on the application
requirement and the available bandwidth [54]. As an example, to
achieve better performance in broadband (or high-speed) communica-
tions, sensing delay must be minimized in order to obtain higher SU
throughput [21].

Each communication layer has specific duties concerned with the
sensing process as cleared in [15], (see Section 2.2). Spectrum sensing
in both the PHY and the data-link layers has been thoroughly studied
in [62]. The following text provides a summarized discussion of the
sensing process in the PHY and the Data-Link layers separately.

2.6.1. Physical layer sensing

Sensing in the PHY-layer focuses on recognizing the signals of PUs
efficiently in order to detect their presence in the channel. The previ-
ously studied PHY-layer sensing methods are divided into narrowband
and wideband sensing [63]. Narrow band sensing is widely common,
and is divided into five methods: energy detection, matched filter,
cyclostationary feature detection, covariance-based detection [64] and
machine learning based sensing [65]. Some sequential narrowband
spectrum sensing techniques were also studied in the literature. One
of which is the sequential shifted chi-square test [66], which reduced
the sensing delay by decreasing the average number of samples in each
sensing period compared to the energy detection technique which has
a fixed number of samples. Another technique that uses a sequential
probability ratio test for cooperative sensing was proposed in [67].

Furthermore, some studies focused on providing sensing techniques
that support multimedia applications [54]. For time critical applica-
tions, authors of [81] proposed a QoS-aware sensing technique. To
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A summary of recent advances in wide band spectrum sensing.
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Category Description References Main contribution
Wavelet-based Wavelet transform is used to categorize [68] Introducing an improved wavelet-based algorithm that relies on normalizing the
detection the edges of a received signal that power spectral density then scaling the wavelet transform coefficients using
Nyquist-based occupies several bands. Then, sequentially, non-linear algorithms in order to increase the accuracy
sensing the irregularity structure of each banc'I s [69] Considering low signal-to-noise-ratio values when performing wavelet-based
found by wavelet transform after getting . . - . .
N spectrum sensing relying on finding the edges with continuous wavelet
the power spectral density transform
Multi-band Jointly sensing several bands rather than [70] Introducing the first multi-band joint detection which relies on exploiting the
joint detection  one band at a time using an RF front end, hidden convexity of the optimization problem that represents the sensing
serial to parallel converter and a bank of process
zarrow ba‘nd-pai‘s glters.l'lfh:ln,beni;gy [71] Introducing a spatial-spectral joint detection technique that maximizes the
etec]:wn 1s applied on all the bands throughput while considering constrains on the interference to the PUs and
together handling the channel fading problem with spatial diversity
Filter bank Sensing several bands by estimating the [72] Introducing a two-stage spectrum sensing technique that uses a finite impulse
detection power spectral density of each band then response filter and a frequency response masking filter to implement a cosine
using energy detection. The bands are modulated filter bank
Zeparated u.smg ? poly-phase il h [73] A cosine modulated filter bank with spline function is designed for spectrum
_ emlonstran(;n Od a proft.(l)type tlter that sensing using Kaiser window function to reduce the complexity and increase the
implements band-pass filters accuracy compared to other wide-band sensing techniques
Compressive sensing recovers the sparse [74] An estimation of the sparsity order is presented, which uses a very small
signal using few measurements. This is number of samples found by data fitting. This method is helpful for designing
done by three main processes: sparse compressive samplers
Compressive sensing representation, .measurement, '(%nd sparse [75] Introducing a compressed detector that senses the compressed measurements
r?covlery. The .ﬁrlsjtl pLOC(.ESS prOJeli:ts'the without reconstructing the sparse signal. It uses energy detection and handles
signal on a suitable basis to ma‘ € _lt the measurements with discrete cosine transform
sparse. The second process multiplies the
signal by a measurement matrix. The [76] Reducing the computational complexity of compressive sensing by introducing
last process recovers the sparse signal. an algorithm that works without reconstructing the entire signal
Then, the sensing process is conducted [77] Introducing a sensing method that is similar to filter bank detection but with a
on the recovered signal smaller number of ADCs. It exploits the statistical properties of the samples
without reconstructing the signal
[78] Introducing an adaptive spectrum sensing algorithm that reconstructs the signal
from sub-Nyquist samples, but it terminates the constructing process
dynamically when the recovered parts are satisfactory
[79] Introducing a hybrid technique that combines compressive sensing with a
geo-location database stored at each SU in a distributed CRN. They used an
algorithm that reduces the computational complexity of wide-band sensing
[80] Adopting an algorithm for compressive sensing with a geo-location database,

while ensuring accurate detection with the least number of measurements. They
modified a subspace augmented greedy algorithm

support real-time applications, a cooperative energy-detection-based
sensing technique was proposed in [82], (see Section 2.6.3).
Moreover, wideband sensing techniques are divided into two cate-
gories: Nyquist-based and compressive wideband sensing [63]. The first
type contains three methods: wavelet-based [68,69], multi-band joint
[70,71], and filter bank detection [72,73]. However, the second type
[74-80] has two methods: blind and non-blind compressive sensing,
based on the previous knowledge of the received signals parameters.
Wideband sensing is considered a promising topic, and many re-
searchers are studying it nowadays. Specifically, compressive sensing;
since it reduces the sensing delay and the number of samples required
to efficiently detect the PUs, compared to Nyquist-based sensing. Pre-
viously, various wideband sensing techniques relied on dividing the
wide band spectrum into multiple narrow bands and they performed
the sensing process sequentially. However, this comes with the price of
consuming more time for spectrum sensing. Fortunately, a summary of
some recent wideband sensing techniques is provided in Table 2. As it
is widely common in HD-CRNs, Narrow band sensing is not described in
this context except in IBFD-CRNs. Interested readers can refer to [63].
A general classification of sensing techniques can be found in [2,
8,14,15]. In this classification, if the primary transmitter is being
detected, then this type of sensing is called indirect sensing. However,
if the primary receiver is being detected, then it is called direct sens-
ing. Lastly, if the sensing process is concerned with the interference
temperature limit of the PUs, then this type of sensing is called inter-
ference temperature management. Under this general classification, the
aforementioned sensing techniques are considered as part of indirect
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sensing. These techniques were heavily studied and surveyed in the past
literature [8,14,15,63], thus only the techniques used in IBFD-CRNs
will be discussed in detail in Section 4.2.3. Nevertheless, direct sensing
techniques have drawn a lot of interest lately because primary receivers
are either passive most of the time (as in two-way communications) or
even passive all the time (as in one-way communications, such as TVs)
[15]. On one hand, the primary receiver’s local oscillator leakage signal
is detected in one-way communications [83]. On the other hand, in
two-way communications proactive detection is used, which depends
on sensing the primary transmitter’s signal and understanding the
hidden information about the primary receiver that exists within this
signal.

Proactive detection is actually possible because of the link adap-
tion between the primary transmitter and the primary receiver [15].
Usually, in order to achieve this link adaption, wireless systems utilize
closed-loop control schemes [15,84], such as power control, adaptive
coding (or modulation), and automatic repeat request (ARQ) operation.
However, this link adaption requires an extra feedback channel to let
the receiver inform the transmitter about the quality of the received
signal, and accordingly, the transmitter will modify its transmission
parameters to sustain a good quality report from its receiver [15].

Given that link adaption requires an extra feedback channel (un-
known to the SUs) and allows the primary transmitter to proactively
detect the primary receiver. This created an interesting problem for
researchers, which led to the development of advanced sensing tech-
niques that focus specifically on direct sensing [31]. A summary of
these techniques is provided in the following text and in Table 3.
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Table 3

A brief comparison between advanced sensing techniques.
Technique Task Notes
Region-based Primary receiver Low implementation
sensing detection complexity, and no

interference with PUs

Jamming-based Primary receiver Medium implementation

probing detection complexity, and high
interference with PUs

Relay-based Cross-Ch. High implementation

probing estimation complexity, and low

interference with PUs

2.6.1.1. Region-based sensing. When the power of the primary trans-
mitter’s signal is measured, the SU can conclude the location of the
primary receiver. Moreover, it is a passive technique, so it does not
interfere with the primary receiver.

This type of sensing is used to know which type of DSA methods
can be used. For example, in cognitive small cell networks, the use of
overlay DSA is preferred only when the macro cells have enough empty
channels to cover the requirements of the small cells [85,86] whereas
the use of underlay DSA is preferred when the macro cells have a few
empty bands [87-90]. The cognitive BS would know the number of
used channels by detecting the primary receivers in the macro cell.

To clarify, macro cells provide large area coverage using high power
cell towers and antennas but small cell networks divide the macro
cells coverage into small areas. It is worth mentioning that small cells
are used to increase the capacity of the network, decrease the effects
of interference, decrease the power consumption, and increase the
robustness of the system (because if one cell fails then only a small
area will be affected). For more details, interested readers can refer to
[91].

2.6.1.2. Jamming-based probing. When the cognitive user sends a prob-
ing signal and observes the response in the primary transmitter’s signal,
it can detect the primary receiver. This method causes interference with
the primary receiver but its detection is better than the region-based
method. Additionally, this method can be used in cellular networks as
suggested in [57].

2.6.1.3. Relay-based probing. The cognitive user sends a probing signal
and observes the reaction of the primary transmitter. It can then
estimate the cross-channel information as proposed in [92-98]. This
method causes low interference but its implementation complexity is
very high.

The last two sensing techniques are considered part of the proactive
detection techniques, and as a clarification, they operate in the follow-
ing manner: a probing signal is sent by the cognitive user, which will
affect the primary transmission. Consequently, the primary transmitter
will automatically adjust its parameters to respond to the probing signal
(because of the aforementioned link adaption). Therefore, the cognitive
user will be able to observe the reaction of the primary signal and
conclude information about the primary receiver [31].

2.6.2. Medium access control-layer sensing

As previously noted in Section 2.5, the MAC layer performs an
important role in CR-based centralized networks, in which it handles
the channels that the SUs should sense and access in order to obtain
good performance and to avoid having several sensing nodes perform-
ing spectrum sensing for the same channel [15,21]. As for CR-based
distributed networks, the MAC layer chooses how the SUs can access
the spectrum in an efficient manner after the spectrum gaps are found
by more than one SU [15].

To be more precise, the MAC layer is responsible for obtaining
spectrum opportunities as quickly as possible by minimizing the sensing
time and the intervals between sensing activities in order to have quick
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responses to the activities of PUs [15,21]. But this affects the SUs
transmission. Additionally, the MAC layer enhances the sensing accu-
racy and avoids inter-user interference. This means ensuring that when
spectrum sensing is carried out, all SUs communications are suspended.
This task is called scheduling quiet sensing periods [15]. However,
this scheduling task must be designed to maintain accurate spectrum
sensing and quick responses to the activity changes of PUs while mini-
mizing the negative effects of quiet sensing periods on the QoS of some
applications, such as video streaming or voice-over-internet-protocol
[15,54].

In conventional networks, the multiple access protocol is like a set
of rules used to govern the behaviors of the nodes when accessing
the channel. The definition is not different in CRNs, but it is a bit
more complicated, as the operational parameters of each SU may
vary, including the used channel. Therefore, a CRN-MAC protocol must
consider allowing each SU to sense various channels and dynamically
access the spectrum using either spectrum overlay, or spectrum under-
lay. Additionally, cooperation between SUs must be considered in order
to avoid collisions in the vacant channels, especially in ad hoc CRNs,
where SUs compete for the vacant spectrum.

In short, as seen in Sections 2.2.2 and 2.5, the MAC layer manages
the time domain resources to serve the spectrum sensing and the
spectrum access requirements; because in HD-CRNs both processes
must happen separately in time domain. Accordingly, many studies
worked on the MAC layer in order to provide medium access protocols
and policies to help balance between sensing and access process in an
energy efficient manner that guarantees limited interference with the
PUs. For more details, interested readers can refer to [15,21,99-104].

2.6.3. Cooperative spectrum sensing

The performance of local sensing techniques is usually degraded due
to noise uncertainty and channel fading [15]. For example, if an SU is
separated from a PU by a wall (i.e. signals encounter shadowing) or by
an object that scatters the signals (i.e. having multi-path fading), the SU
will not be able to detect the presence of the PU. It might also access
the licensed spectrum - thinking it is empty — resulting an interference
with the PU’s communication. In such situations, the detection error
possibility can be reduced by Cooperative Spectrum Sensing (CSS),
which means allowing multiple users to collaborate in spectrum sensing
in a manner that guarantees spatial diversity to overcome the channel
fading [15,105].

Lately, CSS has been greatly studied in CR-based centralized net-
works [57] since it overcomes the degradation of sensing performance
created by multi-path fading and shadowing, as discussed in the pre-
vious example [15,21]. Another reason for this great interest in co-
operative sensing is its ability to reduce the sensing time because
additional sensing data can be obtained simultaneously from other SUs
[15]. Furthermore, CSS in centralized networks allows each SU to send
its row collected data to a combining user (or a fusion center) (see
Section 2.5.1). If not, each SU may perform local spectrum sensing and
then transmit its own binary decision or test statistics to the fusion
center. Then, in order to achieve successful cooperation, the fusion
center has to combine and process the samples received by all other
SUs performing local spectrum sensing. Nevertheless, several diversity
combination schemes, such as selective combining, maximal ratio com-
bining, equal gain combining, and switch combining, are used before
processing the received samples in the fusion center. These procedures
are carried out in order to make a robust decision of whether the
spectrum is used by PUs or not [2,15]. It is worth mentioning that these
combination schemes and signal processing techniques are considered
to be part of the PHY-layer functions.

According to [15], most CRNs prior to 2011 have been assumed to
be centralized. Decentralized CRNs have been initially studied using
relays in [106,107], where the amplify-and-forward (AF) cooperation
protocol has been used to make each SU act as a relay for the other SU,
then amplify and forward the received signal without any processing.
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Fig. 5. FD in wireless communications per device, (a) FD using HD-FDD, (b) FD using HD-TDD, (c) FD using IBFD.

But, to achieve good performance of spectrum sensing using the AF
protocol, an efficient pairing of cooperative SUs is needed. Therefore,
many researchers have worked on creating efficient pairing algorithms
to utilize the AF protocol. However, an algorithm that grants SUs with
high throughput in the presence of PUs interference was proposed in
[108]. In this study, the performance of OFDM underlay CRN was
analyzed using full duplex relays. Moreover, a new two-phase support
vector machine algorithm was used in [109] in order to achieve CSS.

The concept of cooperation started out as a PHY-layer protocol;
because of the required combination and signal processing techniques.
However, the design of other layers is greatly affected by cooperative
transmission [1]. Correspondingly, as pointed out in [15,110], when
thinking about CSS, three main questions arise:

» How much is gained from cooperation?
» How can SUs cooperate?
» What is the associated operating cost of cooperation?

To discuss these questions based on the functions of each layer, the
following can be stated:

From the PHY-layer’s perspective, the gain brought to the net-
work by cooperation depends on the channel characteristics and the
frequency band of interest [15,111,112].

As for the MAC layer design, it should focus on how to achieve
cooperation and what operational costs are associated with this coop-
eration [15]. For illustration, authors of [113] studied how distributed
SUs exchange sensing outcomes while maintaining acceptable sensing
accuracy. Since each SU in distributed networks makes its individual
sensing decision, some false alarms and misdetections will occur. The
overhead in this scenario is that exchanging sensing data between
distributed SUs would take significant time, which affects the network’s
performance. Other cooperation costs have been studied in several
works as well. Interested readers can refer to [114,115].

At this point, the most important aspects of HD-CRNs have been
discussed in substantial detail. This will provide basic information that
will be built upon to clear the concepts of IBFD-CRNs. However, in-
stead of considering IBFD-CRNs right away, we rather discuss the IBFD
technology first. The following section is therefore going to highlight
the interesting parts of this technology.

3. In-band full-duplex communications
3.1. Wireless communications: Motivations for using IBFD mode

Wireless communication systems can operate in HD or in Full-
Duplex (FD) mode. Furthermore, HD communication systems can only
allow data to flow in one direction at a time, while FD systems allow
data to be transmitted and received simultaneously. Although wire-
less communications nowadays appear to be operating in FD mode,
they are actually achieving this simultaneous transmission and recep-
tion by employing different orthogonal resources for each operation
(i.e., resources that do not intersect with one another) [116]. Generally,
wireless communications operate in HD mode using Time Division Du-
plexing (TDD) (i.e. orthogonal time slots) or using Frequency Division
Duplexing (FDD) (i.e. orthogonal frequency bands) [1].

However, when it comes to spectrum efficiency, these duplexing
modes are considered wasteful of this valuable resource. Specifically,
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FDD uses a dedicated spectrum band for each communication link
and uses empty frequency guard bands to avoid interference between
those links, as illustrated in Fig. 5(a), [116]. In addition, TDD uses
the spectrum for transmission and reception in different time slots and
uses guard intervals to allow the communicating devices to switch from
transmit mode to receive mode, as demonstrated in Fig. 5(b) [116].
Nevertheless, TDD and FDD also suffer from other constraints, and
these constraints are considered to be somehow the main motivation
behind employing the “real FD” mode in wireless communications
[116]. The following text will provide a summary of TDD and FDD
constraints.

3.1.1. Frequency division duplexing mode constraints

3.1.1.1. Quantization of the CSI at the transmitter. The receiver performs
channel estimation to know the properties of its operating channel
(i.e. the CSI). It then sends a quantized version of this CSI to the
transmitter so that it can adapt its transmission to achieve a reliable
communication. However, due to quantization noise, this quantized
version of the CSI is different than the original CSI at the receiver side,
which may affect the communication link’s reliability [116].

3.1.1.2. Inflexible bandwidth allocation. In FDD, a fixed frequency band
is used for each link and this band cannot be dynamically assigned
based on the data traffic demand. This is not desirable because it means
there is an inefficient spectrum utilization [116].

3.1.1.3. The guard frequency band between the links. In FDD, there exists
an extra empty frequency band between each subsequent communicat-
ing links in order to avoid interference between those links. However,
these guard bands can be considered a waste of the spectrum [116].

3.1.2. Time division duplexing mode constraints
Although TDD mode allows the capacity to be allocated dynamically
based on the demand, it has other constraints such as:

3.1.2.1. Duplexing delay in the MAC layer. In TDD, the transmission
and the reception operations alternate in time. Therefore, the received
and the transmitted frames are delayed from each other. This delay
is called duplexing delay and is inversely proportional to the frame’s
length [116].
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3.1.2.2. Out-of-date CSI at the transmitter. Because of the duplexing
delay, the CSI at the Transmitter may be out of date, especially when
the channel states vary rapidly (i.e. in time-varying channels) [116].

3.1.2.3. The guard intervals between the links. In order to apply the
transmit-receive mode switching, the TDD uses guard intervals. These
intervals waste the time resource, and thus wasting the spectrum
resource [116].

It was very common to say that terrestrial wireless communication
systems, such as cellular and Wi-Fi, can only be designed to operate in
HD mode using orthogonal resources such as time, frequency or code
(e.g. TDD, FDD, OFDM and code division multiple access) [117,118].
Remarkably, this assumption was made because of the links interfer-
ences and most importantly, the SI problem, which occurs between
the receiving and the transmitting terminals of a wireless device when
using non-orthogonal resources [2,101,119,120]. Nonetheless, this as-
sumption was changed when SIC methods evolved to reach a promising
cancelation performance. Therefore, the modern non-orthogonal trans-
mission modes are now considered in designing practical systems [2,
61,119]. Out of which, NOMA [117,118], FBMC [121,122], and IBFD
[1,2,61,119]. Curiously, the SI created by NOMA and FBMC modes can
be higher than the SI created by IBFD mode. Hence, the IBFD mode has
gained more interest compared to other non-orthogonal transmission
modes. Moreover, it is noteworthy to mention that the term IBFD is
used instead of just FD, in order to declare that the same frequency
band is used, and no type of frequency or time duplexing is used to
achieve FD communications, as illustrated in Fig. 5(c).

Impressively, by allowing simultaneous transmission and reception,
the IBFD mode has shown its potential to double the spectral efficiency,
which granted this technology great interest by researchers in both
academic and industrial fields [1]. For this reason, the following sub-
section will provide some details about the advantages of using the
IBFD mode in wireless communications.

3.2. Advantages of in-band full-duplex

From the PHY-layer’s perspective, the IBFD technology can be used
in order to almost double the spectral efficiency by allowing the trans-
mitter and the receiver to communicate at once in the same frequency
band.

However, from the MAC-layer’s perspective, using the frame-level
IBFD wireless technology guarantees that each terminal is allowed to
reliably receive a frame while transmitting another frame at the same
time (i.e. there is no duplexing delay as in TDD mode). This means
that the terminals can now detect collisions, receive a CSI, or receive
feedback about other terminals states while transmitting [61,119].

Interestingly, authors of [123] and [124] have hinted that the use
of IBFD can increase the total throughput of an entire wireless network
rather than just doubling the spectral efficiency of a point-to-point link.
That is because in IBFD each terminal is allowed to transmit data to
a second terminal and at the same time, it is allowed to receive data
perhaps from a third terminal. This means there are no scheduling con-
straints as in HD wireless communications. It is noteworthy to mention
that scheduling constraints are related to the MAC-layer protocols that
are used to balance the transmission and reception times [15]. Besides,
according to [124], employing IBFD can also provide a solution to the
hidden terminal problem that used to exist in HD communications, as
well as its resulting collisions and retransmissions.

As a clarification of the hidden terminal problem, the following
scenario is considered [124]: There are three communicating HD nodes,
X, Y, and Z. Suppose that nodes X and Z cannot see each other (i.e. they
cannot communicate directly). Additionally, assume that both X and
Z can directly communicate with node Y through Link,, and Link,,
respectively, as seen in Fig. 6. Subsequently, if nodes X and Z decide
to send signals to node Y at once, perhaps if the transmission power
of X towards Y is lower than the detection threshold of Z, then X
and Z’s signals will collide, and a retransmission will be required. This
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scenario is handled differently when the three nodes are operating
in IBFD mode. Now both nodes Y and X are allowed to have a bi-
directional FD communication. Since the same frequency band is used,
then node Z can now sense that the spectrum band is busy by detecting
the signals transmitted from node Y. Accordingly, it would move its
transmission to a different time-slot. It is worth mentioning that this
scenario of interaction in IBFD mode depends on the adopted medium
access protocol, but this example is used for illustration purposes only.

To sum up, the following text will provide a brief discussion of the
advantages of employing IBFD mode in wireless communications [61].

3.2.1. Doubling the capacity

In view of the fact that the IBFD technology fully utilizes the time
and the frequency resources, it is therefore theoretically capable of
doubling the communication link’s capacity.

3.2.2. Reducing feedback delay

Since feedback signals can be received at the same time as data
transmission, the latency in the feedback information would be short-
ened (i.e. avoiding the duplexing delay) [61,125]. There are sev-
eral examples of feedback signals, such as the CSI, control informa-
tion, resource allocation, acknowledgment/negative acknowledgment
(ACK/NACK), etc. [61].

3.2.3. Reducing the end-to-end delay

In relay systems, the IBFD relay nodes can receive data from the
source node while transmitting data to the destination node. Therefore,
the end-to-end-delay would be reduced [61,126,127].

3.2.4. Improving the network’s secrecy

Seeing as each two communicating nodes use the same frequency
for transmission and reception, then any eavesdropper will receive
mixed signals. This will make the decoding process a very complex
task for the eavesdropper [61,128-130]. Moreover, as proposed in
[128,131], the secrecy of a point-to-point communication link can also
be achieved by making the receiver transmit a jamming signal while
receiving its desired signal. This will make it even more difficult for
eavesdroppers to detect the useful signal.

3.2.5. Improving the efficiency of ad-hoc network protocols

Ad-hoc networks suffer from the hidden terminal problem. How-
ever, collisions can be avoided in the hidden terminal scenario when
IBFD is being used, as clarified from Fig. 6. [61,132-135].

3.2.6. Increasing spectrum usage flexibility

Apart from using one type of transmission mode, the transceivers
can be allowed to choose whether to operate in HD mode or in
IBFD mode in order to use the spectrum more freely. This idea was
introduced in [61,136-139]. More to the point, in IBFD mode, the
bandwidth of each communication link can be dynamically assigned
based on the link’s traffic demands [116]. The idea here is supporting
variable bandwidths for the links not supporting CR capability. Thus,
the flexibility term has different definition than that in IBFD-CRNs.

It cannot be missed out that the first application of IBFD was
the well-known continuous wave radar system in 1940 [2,61,119].
However, some key modern application scenarios of IBFD technology
are discussed in the following sub-section [1,61].

3.3. Classifications and applications of IBFD technology

IBFD technology has the potential to be used in many communi-
cation scenarios such as: ad hoc networks, Wireless Local Area Net-
works (WLANS), satellite networks, vehicle communications, cellular
networks and wireless powered networks e.g. WSNs [140]. However,
these applications and others were described in the literature by means
of some key scenarios. Therefore, the text below will provide a discus-
sion of the IBFD applications in the same manner [1,2,61].
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3.3.1. IBFD bidirectional communications

In this scenario, two IBFD transceivers are allowed to transmit and
receive data to and from one another at the same time and in the
same frequency band. This scenario is the basic representation of the
IBFD concept. Fig. 7 illustrates the IBFD bi-directional communication
between two nodes. From Fig. 7, it can be seen that both nodes X and
Y have two antennas, one for transmission and one for reception (each
node may have several antennas for transmission and reception, but the
figure only shows two antennas for simplicity).

Linkyy denotes transmission from node X to node Y, and Linkyy
signifies transmission from node Y to node X. Obviously, each node
suffers from interference coming from its own transmitting antenna
towards its receiving antenna. This interference is known as the SI
[1]. In this FD scenario, if the SI is completely removed, the spectrum
efficiency can be doubled compared to HD communications [1,61].

3.3.2. IBFD cooperative communication scenario

In this application, there exists three types of nodes: the source,
the relay, and the destination nodes. The source node is supposed to
transmit data to the destination node. The relay is used in order allow
this transmission to be carried out from a longer distance. This means
it is used to increase coverage of the source node by receiving the
data from the source, amplifying it then retransmitting it towards the
destination node. Fig. 8 shows how this cooperation can be achieved
in IBFD mode. In the figure, the link from node S towards node R and
the link from node R towards node D are represented by Linkg, and
Link pp respectively. Clearly, the signals are traveling from the source S
to the destination D through the relay R. Subsequently, if IBFD mode is
enabled by the relay node, then the transmission can be carried out
between S and R and between R and D instantaneously. Therefore,
IBFD can theoretically double the spectrum efficiency, but only by
completely canceling the SI at the relay node [1,61]. Furthermore, IBFD
relaying was compared with HD relaying in [119,123,141]. Then the
results showed that IBFD relaying does not only increase the spectrum
efficiency but also increase the data rate of the communication. It is
worth mentioning that this application can be considered as an example
of distributed cooperative networks (e.g., ad-hoc and WSNs).

3.3.3. Cellular networks

The IBFD technology can be supported by the BS in cellular net-
works, which allows it to instantaneously receive signals from a mobile
device (i.e. uplink) and transmit signals towards another mobile de-
vice (i.e. downlink) [142-144]. Conversely, the mobile device can
also support the IBFD technology, which means that the BS and the
same mobile device can communicate in the uplink and the downlink
directions instantaneously [1,61]. Fig. 9 shows how IBFD technology
can be employed in cellular networks. Clearly, the use of IBFD mode in
this application shows the potential of doubling the spectrum efficiency
compared to the use of HD mode. Obviously, this application can be
considered as an example of centralized cooperative networks.

3.3.4. In-band full-duplex cognitive radio networks

As previously mentioned, CRNs have unlicensed users (i.e. the SUs)
that are allowed to access the licensed spectrum without harmfully
interfering with the licensed users (i.e. the PUs). Correspondingly,
the spectrum sensing process allows the SUs to find the spectrum
gaps. Therefore, it is considered a key process in CRN. However, in
conventional HD-CRNs, the SUs had to interrupt their transmissions to
perform spectrum sensing, which wasted a lot of the valuable spec-
trum and introduced a delay in the responses for the state changes
of the PUs. Fortunately, the employment of IBFD technology by the
SUs in such networks, allows the SUs to perform spectrum sensing
while transmitting. This particular scenario defers from other scenarios
by the dynamicity of spectrum access (i.e., whenever the spectrum
is empty, the devices will communicate). This application can have
many advantages along with several challenges. A thorough discussion
regarding this specific application is presented in Section 4.
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3.3.5. In-band full-duplex cognitive radio cellular networks

This scenario is considered as an example of centralized CRNs but
in IBFD mode. Fig. 10 illustrates how the cellular IBFD-CRN operates
based on the proposal of [145,146]. As previously mentioned, the
fusion center (or the central controller) in normal centralized CRNs
usually receives sensing data from the SUs in the network and then
decides how the spectrum is going to be allocated. This scenario
was used for IBFD-CR cellular networks in [147]. However, authors
of [145,146] assumed that the central controller makes its decisions
using its own sensing results when they worked on cellular IBFD-
CRNs. Besides, such scenarios can enhance the spectrum utilization
and the throughput of cellular networks compared to HD-CR cellular
networks. Remarkably, researchers have considered the CR technology
to help navigate through the entire radio spectrum range to achieve
the critical requirements of the Fifth Generation (5G) mobile network
such as wider-coverage, massive-capacity, massive-connectivity and
low-latency [148]. This is because the spectrum range of the 5G will be
widened to reach the so called “full spectrum era”, which covers the
range starting from 1 GHz to 100 GHz. In addition, the CR technology
in IBFD mode was considered in [148] as one of the key-enabling tech-
nologies that can be used to meet the demands of 5G. For more details
about how IBFD-CR can be used in cellular networks and specifically
in 5G networks, interested readers can refer to [2,116,148,149].

At this point, the motivations, advantages and applications of IBFD
were discussed. However, the following question is still worth ask-
ing: “why would we consider IBFD now?” Interestingly, according to
[119], light has been shed on IBFD technology for two reasons: The
first reason is that other traditional techniques used to increase the
spectral efficiency have been already exhausted, such as the MIMO
technology and the advances in modulation and coding schemes. The
second reason is that communication system designers are shifting their
interest towards short-range systems such as small cell systems and Wi-
Fi; because the transmit power in such systems is lower than large-scale
systems. This means that the difference between the transmit power
and the receive power is reduced, and therefore, the SIC problems are
much more controllable. This point can be explained by the following
example [124]: If the distance between two cellular transceivers is 500
m, then the desired received signal will attenuate by approximately 120
dB (using the free space path loss equation and applying the cellular
frequency range). This attenuation is definitely higher than the atten-
uation of a signal passing a shorter distance, which is approximately
250 m in small cell networks [150]. Accordingly, the low attenuation
of small-scale networks means that the desired signal has higher power
compared to large-scale networks. Therefore, the power of the desired
signal in small-scale networks is much closer to the power of the self-
interfering signal (i.e. the transmitted signal). More details about SIC
techniques and how this power difference affects them are discussed in
Section 3.5. Furthermore, researchers in [104,105,135,151-159] have
worked on testing IBFD in small-scale wireless environments, such as
Wi-Fi, along with improving the SIC techniques to the point where the
IBFD can be considered feasible for Wi-Fi networks [119].
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3.4. Challenges of in-band full-duplex

In spite of the striking advantages of using IBFD, it is still not widely
used because of the unescapable SI problem [66]. Aside from this, it
must also be understood that in order to get the full advantages of IBFD,
network and communication system designers must carefully consider
the Data-Link and the higher layer protocols because they are as impor-
tant as the PHY-layer. Therefore, maybe the greatest challenge remains
in building the foundations of a network design where all or some
of the terminals are allowed to operate with IBFD capabilities [119].
On the other hand, the inter-user interference cannot be neglected
because it can severely affect the network’s performance. Additionally,
employing IBFD will increase the hardware complexity of the nodes in
the network, which will increase the power consumption.

Moreover, IBFD technology prototypes are still large in size, thus
they cannot be fully utilized in practical environments. Aside from that,
SIC techniques are still being tested on specific operating environments
so they cannot be applied in real-time environments.

There are many challenges facing the SIC techniques, as they are re-
quired to support MIMO systems, time-varying channels, infrastructure-
based networks, and small and portable devices. Obviously, many
limitations can degrade the performance of SIC techniques. Out of
which, there is the non-linear behavior of the RF hardware components,
which increases the severity of the SI effects. Additionally, some esti-
mation errors of the SI signal can occur during SIC. Such errors happen
because of the external interferences and they might damage the SIC
performance. To this extent, a summary of the challenges facing IBFD
technology is provided in the text below.

3.4.1. Self-interference

SI means the interference that a transmitting FD terminal is causing
to its own receiving terminal, forbidding it from properly receiving
the desired signal [61,119]. As mentioned above, the power differ-
ence between the desired signal and the SI depends proportionally on
the distance between the transceivers because of the attenuation that
affects the desired signal. However, according to [61], this power dif-
ference increases exponentially as the distance increases. Additionally,
the power of the SI can be 50-110 dB stronger than the power of
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the desired received signal [1]. Nevertheless, assuming that a reliable
communication link requires at least 5 dB of signal-to-interference-
ratio, then in the worst-case scenario the SI has to be reduced by 115 dB
in order to provide a reliable link [61,132,135,160]. Moreover, nearby
obstacles can reflect some parts of the transmitted signal producing the
reflected interference signals (a.k.a. external reflections [124]) [61].
Fig. 11 illustrates the reflected and the self-interfering signals for two
types of transceivers: (a) the shared antenna transceiver and (b) the
separate antennas transceiver. It is obvious from Fig. 11(a) that one
antenna is used to simultaneously transmit and receive signals with
the help of a circulator to isolate the transmit and the receive paths
as in radar systems [161]. In addition, the internal reflections are
coming from the circulator leakage (i.e. when it fails to perfectly isolate
the transmit and receive chains) and from the antenna impedance
mismatch. Whereas, from Fig. 11(b) it can be seen that the transmission
and the reception antennas are physically separated. Furthermore, the
interfering signals are propagating directly from the transmit antenna
to the receive antenna and the reflection of the transmitted signal from
the transceiver’s structure produce the internal reflections. It is worth
mentioning that on one hand, the internal reflections depend on the
transceiver’s hardware design. For this reason, they are static. On the
other hand, the external reflections that produce reflected copies of the
transmitted signal are varying over time because the external obstacles
are not necessarily fixed, especially if the transceiver is a mobile device.

3.4.2. Limited interference cancelation

In real life, the SI cannot be completely canceled for many rea-
sons. Mainly, one reason is related to the fact that the development
of SIC techniques is still going [2,61,132,154,160,162-164]. Another
reason can relate to the nonlinearity of the RF chain hardware com-
ponents, which creates a problem by producing high order harmonics
of the transmitted signal. This indicates that the SI power will become
greater than the tolerable range [61]. In addition, insufficient cancella-
tion can result from estimation errors of the SI signal, which occurs
because there are time-varying reflected interferences (i.e. external
interferences) [61].
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3.4.3. Higher inter-user interference

This interference is larger in IBFD networks compared to old wire-
less networks because all nearby nodes are transmitting simultaneously
in the same frequency band [61,125,142,143,165-167]. As a clarifica-
tion, inter-user interference on each node is caused by the transmissions
of other neighboring nodes in the network.

3.4.4. Higher consumed power and higher complexity

Canceling all kinds of interferences (i.e. internal, external, and inter-
user interferences) at each node in the network will require extra
hardware components to be added to the node, which in turn consumes
more power and resources [61,168].

3.5. Self-interference cancelation

Although it may seem easy to cancel the SI effect by simply subtract-
ing the signal transmitted by the transmitting FD terminal (i.e. SI) from
the entire received signal (i.e. desired signal and SI), this subtraction is
not practically possible because the magnitude of the interfering signal
is larger than the magnitude of the desired signal. This interfering
signal’s large magnitude leads to two problems. One of which is the
receiver front-end saturation. In addition, if there is no saturation,
another problem will appear at the Analog-to-Digital Converter (ADC),
where there will be a high quantization noise that is even larger
than the signal of interest (i.e. low signal-to-quantization-noise-ratio)
[61,119]. To clear this point, Fig. 12 shows the SI signal compared to
the desired signal before and after the ADC, in which it can be seen
that the desired received signal’s magnitude is much smaller than the SI
signal’s magnitude. However, the problem appears at the ADC, because
the dynamic range is going to be set for the SI signal’s amplitude, which
means that the quantization level of the ADC is going to be larger than
the desired signal’s amplitude. Therefore, the desired signal will be
hidden [1,61]. For interested readers, more details about ADC designs
are available in [169-171].

There are several studies that thoroughly cover the advances in
SIC techniques, such as, [61,119,124], and [172]. Therefore, this sub-
section will briefly cover the SIC techniques that can be used in IBFD
transmission as described in [61,119]. SIC techniques can be catego-
rized into three main types: passive propagation-domain SIC, active
analog-circuit-domain SIC and active digital-domain SIC. To this extent,
Fig. 13 shows where each type of SIC is used. The following text will
provide some insights about each type of SIC techniques.
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3.5.1. Antenna or propagation-domain SIC

This type of SIC methods is referred to as passive cancelation. It
depends on electromagnetically isolating the transmit chain from the
receive chain, which means canceling the SI before it can hit the re-
ceiving terminal’s front end (i.e. before entering the receiver’s RF chain
[124]). This can be achieved by several approaches. Out of which,
there are the path-loss-based techniques and the cross-polarization
techniques. Hence, the following discussion will briefly describe each
type of approaches.

3.5.1.1. Path-loss-based techniques. Some of these techniques depend
on the isolation shield or the distance between antennas (i.e. antenna
isolation, and separation techniques [135,173-175]). Other techniques
depend on the placement of antennas (i.e. the placement of multiple
transmit antennas in a manner that makes their transmitted signals
cancel with each other to create a null space at the receive antenna
[152,176]). Apart from that, some other techniques depend on using di-
rectional antennas (i.e. pointing the main beam of the antenna towards
a desired direction). Interestingly, directional antennas have been ex-
perimentally tested and confirmed to be efficient for SI cancelation by
[132,152,175,177,178]. Also, a reconfigurable directional antenna was
proposed in [179].

To this extent, it is noteworthy to mention that in practical appli-
cations, physical constraints decide what technique can be used. For
instance, antenna separation and isolation techniques are very unlikely
to be used with small devices [124]. However, for more details, studies
that focus on such techniques can be found in [135,177,178].

3.5.1.2. Cross-polarization techniques. These techniques can be used to
passively cancel the SI with relatively small antennas. Such techniques
might work by transmitting only horizontally polarized signals and
receiving only vertically polarized signals. This specific situation was
studied in [155,178].

It is worth mentioning at this point that in transceivers with a
shared antenna, the circulator adapts a passive SIC technique to isolate
the transmission chain from the reception chain (see Section 3.4.1,
Fig. 11(a)). Moreover, commercial circulators typically achieve about
20 dB of isolation, according to [124].

3.5.2. Active analog-circuit-domain SIC

These methods rely on canceling SI in the RF circuit of the receiver
(i.e. before the ADC). This cancelation can be done by subtracting an
estimate of the SI from the total received signal [124]. Nonetheless,
these techniques increase the circuit’s complexity and the consumed
power because they require adding extra hardware elements in the RF
circuit, Furthermore, studies that worked on this type of cancellation
techniques can be found in [154,156,180]. It is worth mentioning that,
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on one hand, some studies focused on adding analog elements to the RF
circuit [132,178,181] to cancel only the internal reflections by creating
a replica of the transmitted signal [61,124]. On the other hand, other
studies added digital components [151,154,160,182] to cancel out the
random external reflections [124]. (internal and external reflections are
parts of the SI, details were cleared in Section 3.4.1, Fig. 11).

3.5.3. Active digital-domain SIC

Such techniques act in the digital (baseband) domain after quan-
tizing the received signal by the ADC. They apply complicated digital
signal processing techniques to the received signals [153,183-185].
Although digital-domain SIC techniques avoid circuit complexity and
power consumption, according to [119], they cannot suppress a high
amount of SI. Therefore, they need the help of other SIC techniques
to decrease the amount of SI effect. Moreover, another weakness of
such techniques is that they require effective estimation or a previous
knowledge of the transmitted (or SI) signal in order to work properly.
For more details, interested readers can refer to [124].

To this end we would like to introduce the major challenges of SIC
which are basically described as follows.

3.5.4. Challenges of self-interference-cancelation

After describing the SIC techniques, it is convenient now to talk
about the challenges facing researchers when developing these tech-
niques, in order to provide some intuitions about the open research
areas. Therefore, the following text will provide a brief discussion of
these challenges. Additionally, interested readers may refer to [61] and
[124] for more details.

3.5.4.1. SIC in IBFD multi-input-multi-output systems. IBFD-MIMO sys-
tems differ from IBFD systems with a single antenna as IBFD-MIMO
systems require extra powerful SIC. This comes from the fact that
multiple transmitting antennas in MIMO systems produce several loop-
back (or interfering) signals combining at the receiving antennas rather
than having only one interfering signal coming from the transmit chain
to the receive chain [61]. Interestingly, some studies, such as [186],
used some antennas of the MIMO system to perform path-loss-based
SIC. However, according to [124], the proposal of [186] degraded the
efficiency of MIMO systems by losing some data-transmitting antennas
for the sake of SIC.

3.5.4.2. SIC in a time-varying channel. Several SIC techniques were
studied under the constraint of having a static channel. However,
mobile devices in realistic IBFD networks would normally have vary-
ing SI power. That is because mobile devices are constantly moving,
which means there are a lot of changeable external interferences (see
Section 3.4.1). That opens the door for developing adaptive analog
and digital SIC techniques to handle the time-varying-channels [61].
Furthermore, interested readers can find more details about this in
[124].
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3.5.4.3. SIC for infrastructure-based systems. In centralized networks,
such as cellular networks, the transmit power of the BS must be
high enough to communicate with all cellular users. However, high
transmission power in IBFD means high SI power, thus, the required
level of SIC is high. In conclusion, SIC techniques face a great problem
in such networks because their performance is still limited (as cleared
in Section 3.4.2) [124,163,164]. For instance, according to [61] and
[187], to use the IBFD in cellular networks SIC of more than 140
dB is required. This value is even higher than 110 dB, which is the
best performance achieved by a combination of analog and digital SIC
techniques proposed for Wi-Fi networks in [188].

3.5.4.4. Small-sized circuits for SIC. The need for smaller-size compo-
nents raised from the fact that smaller and portable devices, such as
laptop computers, cellular phones, etc., are becoming more desirable
by most people [61].

To this extent, the IBFD technology has been discussed from various
point of view, such as motivations, advantages and challenges. How-
ever, we will not stop to this extent. Rather, we are going to discuss
the application of IBFD technology in CRNs in the following section.

4. In-band full-duplex cognitive radio networks

Impressively, when allowing the SUs in CRNs to operate in IBFD
mode, they will simultaneously sense the spectrum while transmitting
data. This means continuous transmission is sustained and smaller
interference to PUs is caused. This mix allows the network to be smart
and consume little portions of the spectrum for its entire operation. For
instance, IBFD technology allows the network to handle its demands
using the least number of channels (frequency bands), just to avoid
inter-user interference, by using one channel for both links (transmis-
sion and reception) instead of two, or it gives the nodes in the network
the ability to sense the spectrum band while transmitting over it. How-
ever, CR technology will allow the devices in the network to be fixable
in using the spectrum whenever it is empty. It should be noted that the
availability of each channel is varying in CRNs, thus being able to sense
the channel while transmitting is very helpful to avoid collisions with
PUs. Accordingly, researchers became very interested in this field. For
example, researchers of [61,119,172,189,190] have proposed surveys
that focused on IBFD communications and they have emphasized on
the possibility of using IBFD for CRNs. Moreover, researchers of [2]
have provided a comprehensive survey in FD-CRNs. However, in this
part, IBFD-CRNs are going to be discussed from the perspective of the
PHY, MAC, and network layers. Additionally, the following sub-section
will provide some insights about the differences between HD-CRNs and
IBFD-CRNSs.
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4.1. Half-duplex versus in-band full-duplex CRNs

4.1.1. From the viewpoint of spectrum sensing

In IBFD-CRNS, the sensing process is continuous, but the problem
arises when the sensing antenna gets interfered by the Residual
Self-Interference (RSI) (i.e. the reminder of the SI after passive
cancelation). This means the signal-to-interference-plus-noise-
ratio in the sensing process will decrease.

In HD-CRNS, the sensing process is done alternatingly and period-
ically (see Section 2.6.2). The RSI is not a problem here. However,
the problem lies in the deficient number of samples used to make
the sensing decision, which means that the sensing process is
unreliable in such networks.

4.1.2. From the viewpoint of data transmission

In IBFD-CRNSs, while the PU is not using the spectrum, the SU can
transmit continuously which improves the data rate. However,
each SU will be constrained by a transmission power limit. This
power limit is set because of the RSI, as it degrades the sensing
performance.

In HD-CRNSs, each SU can use the free spectrum for data transmis-
sion after the sensing duration is over [62]. Additionally, the SUs
will access the spectrum according to the suitable DSA method
(see Sections 2.4 & 2.5).

4.1.3. From the perspective of harvesting energy
» In IBFD-CRNs, the SUs can harvest energy from an external
source while transmitting data and performing spectrum sensing
[2,191].
+ In HD-CRNs, the SUs must suspend the spectrum sensing process
and the data transmission operation in order to harvest energy

[2].

To this extent, a general comparison between HD- and IBFD-CRNs
was introduced. However, the following sub-sections will provide fur-
ther details about IBFD-CRNs accompanied by clear comparisons with
HD-CRNs.

4.2. Physical layer considerations in IBFD-CRNs

As aforementioned in Section 2, the PHY-layer in a CR is responsible
for detecting the presence of PUs in the channel by the spectrum
sensing process, learning some information about the channel by the
environmental learning process and accessing the spectrum cognitively
by the transceiver optimization and reconfiguration function. However,
the PHY-layer is definitely concerned with the SI and its cancelation
techniques in IBFD-CRNs. Therefore, the following text will provide
some insights about IBFD-CRNs from the viewpoint of SI.

4.2.1. Self-interference-cancelation in IBFD-CRNs

After the proposed discussion of SIC techniques in Section 3.5, it
is only convenient at this point to briefly talk about what needs to
be considered when performing SIC specifically in IBFD-CRNs. Thus,
according to [2], these considerations are summarized in the following
text:

» SIC techniques should not interfere with the inter-user interfer-
ence Cancelation techniques.

Passive antenna separation SIC techniques must carefully find the
optimal antenna separating distance in order to avoid the RSI that
degrades the sensing performance.

The type of SIC used in the design of IBFD-CRNs should be chosen
carefully in order to address the interferences created in such
networks; as this choice critically affects the performance of the
network.
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+ In passive SIC, the transmit power of SUs in IBFD-CRNs should
be controlled to avoid the SI's negative effects on the CRN’s
performance. The most important of which are the resulting poor
sensing performance of SUs and the low throughput of the CRN.
The SI negatively affects the communications of the network
nodes which decreases the overall throughput. In short, there is
a tradeoff between the transmit power and the throughput of the
IBFD-CRN.

Interestingly, the processes in the PHY-layer of a CR are very harmo-
nious with the MAC-layer processes. Therefore, some spectrum man-
agement protocols were introduced to handle the required cognitive
processes in both of these layers together. Fortunately, to clear this
point out, the following text will discuss the two major spectrum
management protocols in HD-CRNs and IBFD-CRNs in a decent detail.

4.2.2. Major spectrum management protocols

The spectrum management function controls several cognitive pro-
cesses in all three layers (i.e. PHY, MAC and network layers) and
the most important process in the PHY-layer is the sensing process,
which practically starts the CR cycle. However, spectrum management
in CRNs is widely implemented by several protocols in the PHY and
the MAC layers. Out of these protocols, the LAT Protocol is considered
an important PHY-layer protocol that supports IBFD in CRNs. Never-
theless, in order to discuss the LAT protocol and show its advantages
the Listen-Before-Talk (LBT) MAC-layer Protocol needs to be addressed.
Therefore, the following text will discuss the LBT MAC-layer protocol
then the LAT PHY-layer protocol.

4.2.2.1. Listen-before-talk protocol. It has been very common to depend
on the LBT Protocol in HD-CRNs [101,192-195]. Fig. 14 illustrates how
the LBT protocol works over one channel. The SU senses the channel pe-
riodically and only starts transmitting when it detects a spectrum hole.
Interestingly, the sensing duration (the periodic squares in Fig. 14) and
the sensing interval (the distance between the squares) are the most im-
portant parameters in the design of this protocol. The sensing duration
means the period of time in which the sensing process is carried out and
the sensing interval means the period of time between two consequent
sensing activities. Accordingly, accurate sensing takes long sensing time
and short sensing interval. However, this means having low throughput
and low spectrum efficiency [192,194,196]. Therefore, researchers in
[197] suggested using adaptive sensing and transmission durations to
achieve higher spectrum efficiency in HD-CRNs.

Remarkably, the LBT protocol has proven its ability to handle
overlay DSA just fine but it suffers from two main problems that can
be summarized in the following text [193].

+ SUs must give some of their transmission time for spectrum
sensing. For illustration, it can be seen in Fig. 14 that even when
the spectrum hole is continuous in time, the data transmission
must be done in separate discontinuous fractions, which leads to
inefficient spectrum usage.

While an SU is transmitting, it cannot sense the change in the
PU’s state, which may lead to severe interference with the PU’s
communications. Additionally, when a PU quits the channel, the
SU may not be able to transmit instantly, which also leads to
inefficient spectrum usage.

Although, the LBT protocol has the advantage of requiring little infras-
tructure support and is considered effective, but it can only support HD
communications. In other words, the LBT protocol requires employing
orthogonal resources (e.g. TDD or FDD) in order to properly use the
spectrum with little waste in FD communications (see Section 3.1)
[193]. On the contrary, the LAT protocol was designed specifically for
IBFD communications, thus, it does not require orthogonal resources
to function well. Intriguingly, this is not the only concept that needs to
be examined. Therefore, the following text will discuss further details
about the LAT spectrum management protocol.
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4.2.2.2. Listen-and-talk protocol. IBFD communication mode has shown
its capability of receiving while transmitting in the same frequency
band. Therefore, authors of [198,199] presented the LAT protocol,
which conquered the limitations of the LBT protocol. Furthermore, as
illustrated in Fig. 16, the system model of the LAT protocol assumes
that each SU has two antennas. Typically, at any instance an SU (say
SU,) employs the first antenna Ant; for sensing while the second an-
tenna Ant, is used for transmitting data to another SU instantaneously
(say SU, which receives through its first antenna Ant,). Specifically,
Ant; of SU, senses the spectrum for a time slot r before making the
decision about the PUs states. The sensing process during r time slot is
done with a sampling rate of f.

Interestingly, for illustration and comparison purposes, Fig. 15
shows how the LAT protocol works. The circles and the intersections
on the line represent the decision-making points of the SU after each
time slot 7. It is noteworthy to mention that an SU can only transmit
in the next time slot (r + 1) when the PU is not around for the current
time slot 7 (see the interweave DSA in Section 2.4). Correspondingly, it
is obvious that the most important parameters in this protocol are the
sampling rate f, and the time = needed to make the decision.

It can be deduced from Fig. 15 that there are four states of spectrum
usage and these states are abbreviated as the following:

+ Only the PU is using the spectrum while the SU is silent.
+ The PU is silent and only the SU is using the spectrum.
+ Both the PU and the SU are using the spectrum (i.e. collision).
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» Both the PU and the SU are silent (i.e. spectrum waste).

The last two states can occur for the following reasons:

» The PU changes its state while the SU is still collecting sensing
samples (i.e. during time slot 7).
» Sensing Error (i.e. miss detection or false alarm).

To this extent, a summary of the advantages of the LAT protocol over
the LBT is provided in the points below:

» SUs do not have to suspend the sensing process while transmit-
ting.

» SUs do not have to adopt orthogonal resources to achieve FD
communications.

+ SUs can respond quicker to changes in PUs states compared with
LBT. This depends on 7, the minimum slot length required to
make a reliable decision in LAT protocol, compared to the blind
duration (the sensing interval) in LBT protocol.

We do not stop to this extent but rather we are going to use the
throughput of the CRN as a parameter to evaluate the LBT and the LAT
protocols in the following paragraph.

As previously stated, increasing the transmission power of SUs in
IBFD-CRNs will decrease the throughput of the CRN due to SI effects.
Unfortunately, this means the LAT may encounter lower throughput
values compared to the LBT protocol. To tackle this, the authors of
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[198] and [199] provided a method that switches between the LAT
and the LBT protocols to improve the throughput of the network.
However, to clear this idea, a comparison between cooperative and
non-cooperative sensing of both the LAT and the LBT protocols in terms
of maximum throughput achieved is provided in the following text:

» When the average sensed Signal-to-Noise-Ratio (SNR) is small,
cooperative sensing of both protocols perform better compared
to non-cooperative sensing. However, apart from cooperation, the
LAT protocol performs better than the LBT protocol, as it has
fewer sensing errors due to continuous sensing.

» Under perfect sensing conditions, i.e. when the sensed SNR is
large enough, cooperation does not change the performance of
both protocols.

It is noteworthy to mention that some researchers in [200] have
introduced an adaptive system model for FD-communications in non-
time slotted CRNSs to avoid collisions with PUs and eventually increase
the throughput of the CRN. This model has three modes of operation;
CSS, FD Transmit and Sense (FDTS), and in-band FD Transmit and
Receive (FDTR) with asynchronous SUs transmissions. Predictably, in
the CSS mode, a new MAC protocol is used to cooperatively detect the
presence of PUs and set the spectrum access mode in the consequent
spectrum hole. Interestingly, the mode adaption decision is done based
on two energy thresholds used to evaluate the channel’s condition.
This decision determines whether to use FDTS or FDTR. Furthermore,
simulations were conducted under imperfect SIC conditions to evaluate
this model based on various metrics such as probability of collision,
average collision duration, cumulative collision duration and the av-
erage throughput of the CRN. The results showed that this model
outperforms the old LBT protocol and the FDTR mode with synchronous
SUs transmissions by means of average collision duration and average
CRN throughput.

It can be noticed from [200] that IBFD-CRs can represent SUs ca-
pable of sensing while transmitting (e.g., the LAT protocol) or capable
of transmitting while receiving over the same channel without sensing.
Therefore, both definitions will be referred to in the following part of
this work by the same name (i.e. IBFD-CRs).

Additionally, since SIC techniques are still imperfect, the perfor-
mance of IBFD systems is strongly affected by the SI and the external
interferences of fading channels. Fortunately, for this reason, the au-
thors of [201] have also considered an adaptive scheme for solar
energy-harvesting-powered CRNs that changes the operational mode
between HD and FD in order to achieve the best long-term throughput.

A detailed discussion of the most important concepts related to
the comparison between HD- and IBFD-CRNs has been deliberately
provided so far in this work. The following part will focus on IBFD-
CRNs from the perspective of each layer without considering a detailed
discussion of the HD counterparts of each concept. Some sensing,
allocation and routing techniques used in the general FD-CRNs (i.e. HD-
CRNs with a duplexing scheme like FDD) will be considered in this
work because they may be helpful for understanding the requirements
of IBFD-CRNSs.

A comprehensive survey that studied spectrum sensing techniques
in IBFD-CRNs is provided in [2] and a tutorial about blind sensing
(i.e. detecting PUs without prior knowledge of their signal’s charac-
teristics) is provided in [202]. Sections 4.2.3, 4.2.4, 4.2.5 and 4.2.6
in this work will provide some insights on how the sensing process
is done. Mainly, by considering the used sensing techniques in IBFD—
CRNs, then discussing cooperative sensing, non-cooperative sensing
and ON/OFF model sensing. Curiously, it was noticed that only energy
detection-based techniques have been studied thoroughly in past litera-
ture. Obviously, this means the doors are open for further investigation
of other sensing techniques for FD-CRNs and specifically for IBFD-CRNs
[2,193].

In order to show the important role of signal processing in the
sensing process, all types of spectrum sensing will be reviewed in the
PHY-layer section of this work (i.e. in the following text) [15].
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4.2.3. Spectrum sensing techniques

Robust spectrum sensing in IBFD-CRNs requires high sampling
rates, large ADC dynamic range and high-speed processors [2]. The
hardware components of the SUs in IBFD-CRNs must be designed to
sense a wide range of the spectrum and to support efficient SIC meth-
ods, in order to realize high network throughput compared to HD-CRNs
[2]. Remarkably, the existing spectrum sensing techniques only use
primary transmitter detection, i.e. indirect sensing (see Section 2.6.1).
A summary of the existing IBFD-CR sensing techniques is provided in
the following text and in Table 4.

4.2.3.1. Cyclostationary spectrum sensing. The term cyclostationary
refers to some features of the signal such as periodicity, mean and
autocorrelation [14]. The transmissions of the PUs can be detected
in this sensing technique by analyzing the cyclostationary features of
the signals received by the SU, [14,203,204]. This analysis is done
by calculating the cyclic autocorrelation of the received signals. Con-
sidering that, in wireless communications the transmitted signals are
periodic as they are modulated and coupled with cyclic prefixes, pulse
trains or sinusoidal wave carriers, while the additive noise signals are
generally wide sense stationary with zero autocorrelation. Accordingly,
if the cyclic autocorrelation was zero then there is no PU transmission
(Hy), otherwise, it is an indication that PUs are occupying the channel
(H;) [8,14]. The model of the received signal can be represented
mathematically by [63]:

Hy: y@ =n@) (@)
Hy: y@® =n@®+ hx(®) (2)
where y(7) is the received signal, 5(r) is a white Gaussian noise with
zero mean and o> variance, while x(¢) is the transmitted signal from
the PU, & is the channel gain, and ¢ is the sensing time.

The mathematical expression of y(¢) if it was cyclostationary (i.e.,
has periodic autocorrelation and mean) is represented by:
3
(€]
where T, is the period of the signal y(¢),  is the time offset, E is the

expectation operator, and R), is the autocorrelation function of y () and
is calculated by:

m, (1) =E{y®}=m, (t + TO)
R, (t,7) = R, ((t + Ty), 7)

)

where « is the cyclic frequency, and * denotes the complex conjugate.
The practical concept of this sensing technique can be summarized
in the following procedures and in Fig. 17 [63]:

Ry (T) = E{y(z + ‘r)y*(t _ T)ej27rat}

- Digitizing the received analog signal y () by the ADC.

» Computing the N-point Fast Fourier Transform (FFT) of the digital
signal.

+ Correlating these FFT values with themselves.

+ Averaging the number of samples over N.

+ Detecting the features of the average outcome to get the sensing
decision (is there a correlation or not).

Cyclostationary sensing is robust against noise uncertainty and can
differentiate between different types of primary systems. However, it
requires information about the primary signals’ characteristics, and
requires very complex computations. This means the hardware de-
vices of the SUs require high processing power capabilities; thus, the
implementation cost of this sensing technique is going to be high
[14]. Cyclostationary spectrum sensing was first proposed in [225] and
utilized in IBFD-CRNs by [205-207]. On one hand, authors of [205]
studied the effect of SI on the performance of IBFD-CR-enabled LTE
networks and WLANSs in the unlicensed 5-GHz band. In their study, they
used active SIC techniques and evaluated the effect of SI on the detec-
tion probability of SUs performing cyclostationary sensing. The authors
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Fig. 18. The block diagram of coherent detector with pilot tones, [63].

of [206] considered an OFDM system with IBFD-CRs performing simul-
taneous transmission and spectrum sensing. They studied the impact
of the cyclic feature of the secondary signals on the SIC techniques
by altering the cyclic prefix of the OFDM signals. More to the point,
authors of [207] proposed a method for conducting cyclostationary
sensing without prior knowledge of the primary signal’s characteristics.
They calculated the probability of detecting the PUs for different values
of SNR. They were able to prove that their method can differentiate
between various OFDM signals.

4.2.3.2. Waveform-based sensing. Waveform-based sensing (a.k.a. co-
herent detection [8]) depends on previous knowledge of the PU’s
activity patterns. However, unlike matched filtering, it does not require
perfect knowledge of the entire PU’s activity patterns to operate, such
that if any specific PU pattern was found in the signals received by
the SU, then coherent detection can be utilized to determine whether
the PU is occupying the spectrum (H;) or not (H,) [8,226]. This is
done by projecting the received signal in the direction of a specified
PU pattern. Remarkably, this is possible because there are particular
patterns for most wireless communication systems such as pilot tones,
spreading codes, preambles, midambles, and etc., that are used for
control, synchronization, or equalization. Accordingly, the PU’s signals
will be characterized by these patterns based on the design of the
primary wireless communication system.

An example of using coherent detection with pilot tone is provided
in the following text [8].

The idle and the occupied channel states can be represented in
coherent detection by:

Hy: y (@ =n® (6)
Hy: y()=n®)+ex, )+ V1—ex(t) %)

where x), (?) is the pilot tone (known and transmitted by the PU), #(1)
is the white Gaussian noise, x(7) is the desired signal (transmitted by
the PU and assumed to be orthogonal on the pilot tone), and ¢ is the
energy allocated to the pilot tone.

To clarify, signals are said to be orthogonal if their inner product is
zero, i.e.

(x(0),x,®) =/ x(t).x,"dt=0 (8)

-0

As mentioned before, the test statistic of the coherent detection is
done by taking the projection of the received signal in the pilot tone’s
direction,

N
_ 1 .
T= ; MOERG) ©)

where %, isa normalized unit vector in the pilot tone’s direction (in
practice it is a pilot sample). When the test statistic’s value T increases
it gets closer to the H, hypothesis (i.e., when it exceeds the threshold
value then the channel is occupied).

The practical concept of coherent detection with pilots can be
summarized in the following procedures and in Fig. 18 [63]:

- Digitizing the analog signal y (r) using the ADC.

» Multiplying the digital signal with the predefined pilot samples.

- Evaluating the test statistic 7.

» Comparing the test statistic’s value with the predefined threshold
and making the sensing decision.

Interestingly, coherent detection is robust against noise uncertainty
and requires short time to achieve low probability of false alarm and
miss detection. However, this technique requires exact information
about certain primary signal’s patterns, which increases the complexity
of the system. Curiously however, the waveform-based sensing was
used in IBFD-CRNs by [208] and [209]. Specifically, in [208] the
waveform-based spectrum sensing was used to analyze the performance
of the proposed adaptive transmission-reception—sensing strategy. The
spectrum-awareness/efficiency tradeoff was handled by allowing the
SUs to adaptively switch modes depending on the PUs activity. This
strategy was able to double the throughput of the secondary system and
decrease the collision probability with PUs to the half compared to its
counterpart in HD-mode. Accordingly, the strategy proposed in [208]
was tested again in [209] but with some modifications, as a centralized
IBFD-CRN topology with overlay DSA has been adopted. Moreover, two
antennas were used in [208] with the help of a hybrid SIC technique
(i.e. both active and passive SIC) to ensure an acceptable SIC capability.
Additionally, an underlay DSA model was adopted in [208] in order to
optimize the transmission powers of the SUs that maximize the total
throughput of the links under the PU’s outage constraint (i.e. they
wanted to find the maximum transmission power allowed by the SUs
without cutting the PUs communications).

4.2.3.3. Energy detection-based sensing. In this type of sensing, the en-
ergy of the signal received by the SU is measured in a given bandwidth
and time interval and then compared with a threshold to determine
the presence or absence of the PU’s signals [31]. To clarify, the energy
detector test statistic T is defined as the average energy of N sensed
samples [8],

N
1 2
T=—) y®l 10$)
v &

The value of the test statistic is then compared to a predetermined
threshold A. H; is detected if T > 4, and H is detected if T < A.

The practical concept of the energy detection technique can be
summarized by the following procedures and in Fig. 19 [63]:

- Digitization of the received analog signal y(¢) by the ADC.

» Computing the N-point FFT of the digital signal.

+ Calculating the squared magnitude of the FFT values (i.e., com-
puting the energy).

+ Averaging the FFT squared values over N (number of samples).

» Making the sensing decision depending on the threshold A.

This sensing technique is commonly used because it has low implemen-
tation cost, as it does not require estimates of the channel gain or any
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Table 4
Summary of spectrum sensing techniques in the literature.
Sensing technique Description of the Reference  Notes
sensing technique
Key category Contribution Methodology
Cyclostationary- Tests the received [205] LTE networks and Measuring the effect of ST on  Analog and digital active SIC has been considered
based spectrum signal’s cyclic WLANs with IBFD the cyclostationary sensing then the detection probability for SUs has been
sensing autocorrelation capability performance evaluated
functloln, or its [206] OFDM based Studying the impact of the The cyclic prefix of the OFDM signals has been
genera e IBFD-CRNs. cyclic feature of the SU signals altered for the SUs then the performance of the SIC
characteristics and . .
) on the SIC techniques techniques has been evaluated
matches them with
the already known [207] OFDM based Conducting cyclostationary The probability of detecting the PUs for different
PU signals IBFD-CRNs sensing without prior values of SNR was calculated
characteristics knowledge of the primary
signal’s characteristics
Waveform-based Detects the presence of [208] Underlay DSA Introducing a Sensing decisions were made using the
sensing PUs by projecting the transmission-reception-sensing waveform-based spectrum sensing to analyze the
(coherent detection) received signal in the strategy performance of the proposed adaptive strategy, they
direction of a specified maximized the throughput of the links under the PU’s
PU waveform pattern outage constraint
[209] Centralized IBFD Testing the adaption strategy proposed in [208] in a practical network model
-CRN topology
(overlay DSA)
[147] Exploiting white spaces of cellular CRNs with IBFD capability using CSS, and a passive SIC
Centralized CSS technique
[210] Deriving expressions to analyze the detection and the false alarm probabilities for Rayleigh
fading channels.
[211] Testing a proposed CSS technique that reduces SI, improves detection probability and
archives robustness against malicious nodes
Measures the energy of - — — - -
the received signal then [147] Proposing and examining a distributed CSS technique for IBFD-CRN that operates with the
iz:eri}i]on based compares it with a o LAT protocol, using a digital SIC technique
sensin threshold to determine  [200] Distributed CSS Proposing an adaptive FD-communications for CRNs while employing two energy detection
J the presence or absence thresholds
of the PU’s signals [212] Proposing a distributed CSS technique for IBFD enabled relaying CRNs, where unsuccessful
primary packets were relayed to increase the throughput of both primary and secondary
networks
[213] Examining a non-time slotted IBFD-CRN with CSS that reduces the collision and the outage
probabilities for SUs
[214] Introducing a cross-layer optimal design for multi-hop IBFD-CRNs with derivation of CSS
expressions
[146] Introducing a sensing approach that supports centralized and distributed networks and
considers the power-throughput tradeoff
[215] Introducing a joint spectrum sensing and power allocation scheme for IBFD cellular CRNs
[216] . Introducing a sensing technique to suppress the residual interference in a distributed
Non-cooperative network, with a propagation-based SIC technique
spectrum sensing
[217] Introducing a non-CSS approach for decentralized IBFD-CRNs, with passive, analog and
digital SIC techniques
[218] Achieving synchronization between the SUs in a non-time slotted IBFD-CRN, with hybrid
SIC
[219] Proposing a novel sensing approach for IBFD-CRNs that finds the probability of white space
detection, then estimates the channel utilization
[220] Allowing each SU to sense the spectrum separately and work as a relay by forwarding the
PU packets in order to gain extra bandwidth in return
[221] Introducing a technique that considers multiple channels and analyzes their utilization to
support non-time slotted IBFD-CRNs without the need for synchronization between SUs and
PUs
[222] Modeling imperfect sensing and studying the effect of sensing frequency on the energy
efficiency, the average throughput, and the collision probability
[223] maximizing the capacity of IBFD-CRNs while having non-time-slotted PU activity
[224] Introducing a new spatial and temporal spectrum sensing technique for heterogeneous

network environments

other parameter. However, its performance depends on the channel’s
condition; such that, high noise uncertainty and high background inter-
ference can severely drop the performance [227]. Furthermore, energy
detection cannot classify the source of the signal (i.e. PU signals cannot
be distinguished from other signals in the spectrum). For illustration,
in the scope of FD-communications, authors of [228] have studied

the influences of residual RF impairments and channel fading on the
classical energy detection performance. In their study, they assumed
Nakagami-m fading channels and they proved that the environmental
conditions must be considered when energy detection-based techniques

are used.
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Fig. 19. The practical block diagram of energy detection, [63].

We do not stop to this extent but rather we are going to discuss
various applications of energy detection-based sensing in the following
parts of this work, as it has been studied thoroughly in the past
literature.

4.2.4. Cooperative spectrum sensing

CSS improves the detection reliability, but it is considered an over-
head because it adds extra transmission costs, sensing time, end-to-
end delay, energy and computational costs, as it uses extra resources
(e.g. spectrum bands) to send the sensing results between the nodes
in distributed networks or towards the fusion center in centralized
networks [2]. Furthermore, in cooperative sensing for both HD- and
IBFD-CRNs, the PHY-layer is responsible for performing signal process-
ing in order to analyze and combine the sensing results, while the MAC
layer manages the spectrum sensing and the spectrum access operations
in order to figure out how to achieve cooperation (see Section 2.6.3).
Moreover, the energy detection-based sensing technique was used in
IBFD-CRNs with centralized spectrum sensing and they are examined
in [147,210] and [211]. Furthermore, distributed spectrum sensing
techniques in IBFD-CRNs are studied in [145,200,212,213], and [214].

The available white spaces of cellular CRNs with IBFD capability
were exploited with a centralized CSS method in [147]. The transmit
limitations were addressed using beamforming and a passive
propagation-based SIC technique was used. Nevertheless, in [210],
IBFD-CRNs with synchronous and non-synchronous centralized pri-
mary and secondary networks were analyzed. In their analysis, expres-
sions of the detection and the false alarm probabilities were derived for
Rayleigh fading channels. Additionally, the receiver operating charac-
teristics and the total error rates were also analyzed while employing
the energy detection technique. Furthermore, in IBFD-CRNS, a central-
ized CSS technique that keeps robustness against malicious nodes has
been studied in [211]. The proposed technique also reduces SI and
improves the detection probability by using a confidence-only report
rule and a weighted majority fusion rule [211].

As for distributed CSS techniques, authors of [145] proposed and
examined a distributed CSS for IBFD-CRN that operates with the LAT
protocol. In this technique, each SU used two antennas with a digital
SIC method [145]. The achieved throughput by this technique was
improved compared with the LBT protocol [145]. Furthermore, authors
of [200] adopted a cooperative energy detection criterion with two
thresholds. One of which is for detecting active PUs and the other is
for choosing the operational mode for the SUs in the next time slot.
Moreover, in IBFD enabled relaying CRNs, a distributed CSS technique
has been proposed and investigated in [212]. In this technique, the
unsuccessfully transmitted PU packets were relayed and the throughput
of the secondary and the primary networks were increased compared
to HD-CRNs [212]. Besides, in [213] a non-time slotted IBFD-CRN with
CSS has been examined. The collision and the outage probabilities were
reduced for SUs while having PUs that randomly change their trans-
mission activities. Authors of [214] Investigated a cross-layer optimal
design of a multi-hop ad hoc IBFD-CRN. Particularly, they derived the
analytical expressions of CSS in different fading environments. Then,
they presented a multi-objective optimization model to maximize the
opportunistic throughput and minimize the transmit power of CRs.
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4.2.5. Non-cooperative spectrum sensing

The reason behind studying non-CSS techniques in IBFD-CRNs
rather than cooperative sensing is that they do not require extra
resources to sense the spectrum and make the decision for spectrum
access [2]. Therefore, each node in the network can make its spectrum
access decision on its own.

Moreover, the PHY-layer examines the sensing results while the
MAC layer manages the sensing and the access operations (see Sec-
tion 2.6). Several studies have considered using non-CSS in IBFD-CRNs
such as [146,215-224]. In [146], a sensing approach that supports cen-
tralized and distributed networks has been introduced. This technique
was compared with the old sensing approaches. In this approach, the
power-throughput tradeoff was considered to cancel the SI and increase
the throughput [146]. Nevertheless, authors of [215] studied a joint
spectrum sensing and power allocation scheme for IBFD cellular CRNs
and they handled the power-throughput tradeoff using this method.
Additionally, the proposed approach in [215] allows the secondary BSs
to operate in IBFD mode where they can sense the spectrum while
transmitting. On the other hand, authors of [216] considered suppress-
ing the residual interference using energy-detection based spectrum
sensing in a distributed network and they used a passive propagation-
based SIC technique. Moreover, Authors of [217] Introduced a non-CSS
approach for decentralized IBFD-CRNs, with passive, analog and digital
SIC techniques. The method proposed in [217] reduced the packet loss
probability compared to HD-CRNS.

Since synchronization between the SUs is important in the design
of IBFD-CRNSs, authors of [218] managed the synchronization between
the SUs in a non-time slotted IBFD-CRN using non-CSS. The proposed
technique showed its effectiveness in combination with hybrid (passive
and active) SIC [218]. Moreover, in [219] a novel sensing approach for
IBFD-CRNs was proposed. The probability of white space detection was
found, and the channel utilization was then estimated. The theoretical
and the simulation results showed that the proposed method has an
advanced performance compared to older spectrum sensing techniques.

In cooperative IBFD-CRNSs, each SU can sense the spectrum indi-
vidually (i.e. non-CSS), therefore, authors of [220] have chosen to
make the SUs sense the spectrum separately and work as relays to
forward the PU packets in order to gain extra bandwidth in return.
This method increases the throughput and supports the decentralized
network topology. Furthermore, authors of [221] proposed a non-
CSS technique for non-time slotted IBFD-CRNs that considers multiple
channels and analyzes their utilization. This approach allows each SU
to select a single channel based on the results of its own FD spectrum
sensing, therefore, it does not require synchronization between SUs
and PUs. The results showed that the proposed method maximized the
channel utilization and enhanced the throughput of the PUs. More to
the point, authors of [222] modeled and analyzed a CRN with imperfect
FD spectrum sensing (i.e. with errors and asynchronous with primary
traffic) using impeded Markov chain. Specifically, the authors studied
the effect of sensing frequency on the energy efficiency, the average
throughput, and on the collision probability with PUs. The results were
examined compared to the HD counterpart of the modeled network.
On the other hand, the authors of [223] considered maximizing the
capacity of IBFD-CRNs while having non-time-slotted PU activity. They
first derived the formulas of the sensing probabilities. Then, for active
and silent SUs, the operating parameters were jointly optimized. The
numerical results showed that the proposed optimization method in
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[223] provides higher capacity and lower computational cost compared
to IBFD-CRNs with time-slotted PU activities. Authors of [224] have
addressed the challenges of spectrum sharing in high density small-
cell internet-of-things situations, where PUs and IBFD-CRs (particularly
FDTS) exist. The main challenge is the heterogeneous environment
created because of the dense and random distribution of IBFD-CRs,
where there are time and space varying spectrum opportunities. In
this study, the authors considered the traffic variations of PUs in time
and space, and they introduced a new spatial and temporal spectrum
sensing technique for such heterogeneous environments.

4.2.6. ON/OFF model-based sensing

This periodic sensing model can be used with any sensing technique
to sense and access the spectrum in IBFD-CRNs. However, this ON/OFF
model was initially used with energy detection-based sensing in [229].
It was shown that adopting this model along with having adaptive
SUs operational modes (i.e. switching between transmit-receive and
Transmit-Sense modes) can enhance the throughput of IBFD-CRNs and
decrease the collision probability in comparison with HD-CRNs. More-
over, the LAT protocol used this periodic ON/OFF spectrum sensing
model with energy detection-based sensing in [198,199] (see Sec-
tion 4.2.2.2). On the other hand, the waveform-based sensing was used
with this model in [209].

Excitingly, the following sub-section will focus on the MAC layer
protocols for IBFD-networks and for IBFD-CRN.

4.3. Medium access control layer considerations in IBFD-CRNs

The main difference between the MAC layer protocols in HD mode
and in IBFD mode is deduced from the fact that terminals operating
in IBFD mode use simultaneous transmission and reception [124,151,
160]. This means that HD-based MAC protocols will not be able to
acquire the advantages of IBFD communications because they only
support transmission and reception of frames in different time spans.
Accordingly, different FD-based MAC protocols need to be designed in
order to handle this situation.

It is worth mentioning at this point that according to [119], even if
the terminals are HD in the PHY-layer, the advantages of full duplexing
can be retained as long as the terminals are FD in the MAC layer
(i.e. at the frame level). This scenario can be called virtual IBFD.
Moreover, this conclusion was proposed by authors of [119] because
having HD PHY-layer terminals avoids the infeasible SIC that occurs
when the power difference between the transmitted and the received
signals is too large to handle. Furthermore, researchers in [230] have
proposed a signaling technique to achieve virtual IBFD by creating off-
slots inside each frame of a terminal in the frequency or in the time
domain. Through these off-slots, the terminal can collect useful signals
without worrying about the SI. In addition, researchers have studied the
advantages of using the virtual IBFD from several perspectives related
to the overall network performance, such as neighbor discovery as in
[231], localization and ranging as in [232], and mutual broadcasting as
in [233], which can be used for exchanging network state information.

4.3.1. IBFD medium access control protocols

IBFD based MAC protocols have the potential to increase the
throughput and the fairness of the network by resolving the hidden ter-
minal problem and employing a scheduling algorithm (see Section 3.2).
Fortunately, in [61], a survey that discussed IBFD-MAC protocols was
proposed. The following text will provide a brief discussion of some of
the proposed IBFD-MAC protocols. This is to understand what needs
to be considered when designing such protocols for both IBFD and
IBFD-CR networks.
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4.3.1.1. MAC protocols for centralized IBFD networks. IBFD-MAC pro-
tocols in centralized networks suffer from several problems such as
hidden terminal, node starvation, and inter-user interference. The fol-
lowing discussion provides a summary of each problem and how it was
handled by the proposed MAC protocol.

« Problems of IBFD centralized MAC protocols: Hidden terminal problem

Theoretically, two IBFD nodes are allowed to transmit and receive
packets at the same time. However, in asymmetric network environ-
ments one node may not have data to transmit to the other node. In this
situation, the hidden terminal problem may arise if the apparent node
had no data to transmit (see Section 3.2). Therefore, a centralized MAC
protocol was proposed in [151] to solve the hidden terminal problem in
such asymmetric networks. This MAC protocol permits the node that is
receiving data but has no data to transmit a busy tone until its reception
ends.

« Problems of IBFD Centralized MAC protocols: Node starvation problem

If two IBFD nodes are simultaneously communicating with data and
ACK packets that have headers to maintain this transmission oppor-
tunity, then the channel will be occupied only for this transmission
and other nodes may suffer from starvation (i.e. not being able to use
the spectrum for their communications). Therefore, a centralized IBFD-
MAC protocol that redesigned the frame structure of the IEEE 802.11
MAC protocol was proposed in [152]. The name of this protocol is
FD-MAC, it allows the Access Point AP (i.e. the central controller) to
switch between IBFD and HD modes to ensure that all nodes have
the opportunity to transmit. Three new elements were added to the
standard IEEE 802.11 Packet structure. They are the virtual contention
resolution (a.k.a. virtual back-offs [2]), the header snooping, and the
shared random back-offs. Packets are prioritized inside the buffers in
the IEEE 802.11 standard; hence, the virtual back-offs allow the AP
to prioritize the packets before initiating the IBFD mode. Moreover,
the header snooping allows the AP to estimate the network topology
by analyzing every packet that needs to be transmitted. Using this
topology, the AP will know when to switch its operating mode (either
HD or IBFD mode). Furthermore, the shared random back-offs SRB
field avoids having collisions and interferences when two nodes are
transmitting packets at the same time by allowing the nodes to share
information about their packets. Additionally, for addressing the node
starvation problem in IBFD-MIMO systems, another centralized MAC
protocol was proposed in [234], in which, spatial resources were
allocated to the IBFD nodes to increase their transmission opportunity.

« Problems of In-Band Full Duplex Centralized Medium Access Control
protocols: Inter-user interference Problem

The main challenge facing network designers when implementing a
centralized IBFD-MAC is the inter-user interference that occurs when
the central controller communicates with multiple nodes simultane-
ously and degrades the performance of the network. This problem
was not addressed in the aforementioned MAC protocols. Therefore,
a centralized IBFD-MAC protocol which considers the existence of a
certain amount of inter-user interference was proposed in [235]. This
protocol schedules the transmission mode (HD or IBFD) of the AP in a
manner that reduces collisions by controlling the timing and the rate
of packet transmission.

4.3.1.2. MAC protocols for distributed IBFD networks. IBFD distributed
MAC protocols have been considered in several studies. Each study
focused on handling a specific problem such as collisions, hidden
terminals, and inter-node interference. Therefore, the following text
provides a brief description of the main contributions of the distributed
IBFD-MAC protocols.

« Problems of IBFD Distributed MAC protocols: Collisions and hidden
terminal problems

IBFD distributed MAC protocols such as [160,236] can be used to
prevent collisions and the hidden terminal problem without requiring
the handshaking procedure. This handshaking procedure used to exist
in conventional HD MAC protocols and reduced the throughput of the
network. However, if the data traffic of the network was asymmetric
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then the hidden terminal problem will appear again [61]. This situation
was handled by the proposed MAC protocol in [237] which uses the
CSMA/Collision Avoidance (CSMA/CA) with Request To Send/Clear To
Send (RTS/CTS) mechanism in IBFD mode along with allowing each
receiving node to transmit a busy tone when it does not have data
packets to transmit. Nonetheless, according to [61,237,238], a busy
tone is considered to be wasting the node’s energy. Therefore, a MAC
protocol with RTS/full-duplex CTS was proposed in [239] to solve the
hidden terminal problem for ad-hoc networks while avoiding this busy
tone. Furthermore, unlike the normal RTS/CTS, the RTS/full-duplex
CTS grants the transmitting node the permission to send the full-duplex
CTS message to its own neighbors. That way, the coverage range of the
broadcasted full-duplex CTS will be larger than regular CTS messages
[61].

« Problems of IBFD Distributed MAC Protocols: Inter-node interference

In distributed networks, if three nodes decide to simultaneously
communicate as in IBFD-relay scenario (Section 3.3.2), then all nodes
will experience additional interference at their receiving antennas due
to inter-node interference. Therefore, IBFD-MAC protocols need to
address this situation by scheduling the nodes transmission especially
in asymmetric data traffic environment. Consequently, a distributed
MAC protocol was proposed in [240], which depends on contention
resolution to handle the inter-node interference. This protocol supports
a newly designed FD ACK and a transmission flag fields. The FD ACK
is used to negotiate the transmission mode (HD or FD) between each
two communicating nodes and the transmission flag is used as a reply
to allow or deny the simultaneous transmission and reception before
the two nodes start sending their data packets.

« Problems of IBFD Distributed MAC protocols: Energy consumption

Many MAC protocols focused on enhancing the throughput of the
network, however, the work of [239] can be considered as an energy
efficient protocol because it does not have the power consuming busy
tone. Nevertheless, a new energy efficient MAC protocol for IBFD
devices was proposed in [241]. The energy consumption problem was
handled by allowing SUs to adaptively change their modes of oper-
ation using three types of control frames. Additionally, the protocol
proposed in [241] was tested analytically and proven to be energy and
throughput efficient compared to the literature.

4.3.2. Medium access control protocols for IBFD-CRNs

For cognitive radio networks, the use of IBFD mode allows the SUs
to sense the traffic while transmitting [124,242]. Therefore, there is
no need for quiet sensing periods scheduling, which used to be a task
of the MAC layer in HD mode, and was referred to as sensing-access
tradeoff by [15] (see Section 2.6.2).

The MAC layer protocols for IBFD-CRNs have been surveyed in [2].
Nevertheless, the following text provides a discussion of the MAC layer
protocols studied so far based on each study’s contribution.

4.3.2.1. Problems of IBFD-CRNs MAC protocols: Unexpected appearance of
PUs. When a PU appears suddenly while an SU is using the spectrum,
it regains its right to use the spectrum so the SU will suspend its
transmission. This raises a challenge for the MAC layer design of
SUs because if the transmission was suspended while a packet was
still being transmitted, then the packet will be dropped. Therefore,
a MAC protocol that fragments the packets was introduced in [165]
to address this problem by reducing the number of dropped packets.
Additionally, another MAC protocol was proposed in [235], which
supports packet/frame fragmentation and relies on the IEEE 802.11
standard back-off mechanism.

4.3.2.2. Problems of IBFD-CRNs MAC protocols: Cooperative spectrum
sensing. The LAT protocol-based CSS MAC protocols were tested in
[145,198,199]. The advantages of using CSS with the LAT protocol
are summarized in Section 4.2.2.2. In short, these MAC protocols can
double the spectrum efficiency if the SU’s transmission power was
optimally controlled. Furthermore, another MAC protocol that supports
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cooperative IBFD-CRNs is proposed in [243], where separate queues
for SUs and PUs are utilized along with using an error-free ACK/NACK
packet to decrypt the PU’s activity packets to achieve cooperation
between PUs and SUs in the network. Additionally, authors of [244]
have proposed a cooperative repeat request method ARQ for FD-CRNs.
The performance parameters were the primary and the secondary
users’ throughputs along with the MAC layer’s packet error rate. These
parameters were evaluated for ARQ and hybrid ARQ modes and the
results showed no effect of SUs on PUs network in ARQ mode, while an
improvement on the performance of PUs network was proven in hybrid
ARQ mode.

4.3.2.3. Problems of IBFD-CRNs MAC protocols: Collisions. Collisions
between SUs and collision durations were reduced in the MAC protocol
proposed in [213]. This protocol estimates the spectrum usage and the
collision ratios along with estimating the contention window size. This
offers the SUs the ability to make intelligent decisions in order to select
only the idle channels for their transmission.

4.3.2.4. Problems of IBFD-CRNs MAC protocols: Synchronization between
SUs. A MAC protocol was proposed in [245] to avoid the overhead that
comes with synchronizing SUs. This protocol was called FD cognitive
MAC protocol. It does not require any synchronization between SUs.
The operation of this protocol is divided into two stages; the first stage
allows the SUs to operate in IBFD mode to perform channel contention
and the second stage allows the SUs to perform spectrum sensing and
transmit data.

4.3.2.5. Problems of IBFD-CRNs MAC protocols: Handling multi-channels.
Flexibility with multi-channels is required especially when dealing with
multi-hop CR networks, therefore, a MAC protocol was proposed in
[246] that allows the SUs to change their operating channel without
needing to wait for a specific channel to become idle. This means
providing each SU with the flexibility to find idle channels and switch
its transmission and reception to them. Plus, this protocol can operate
without a control channel. Moreover, other MAC protocols that sup-
port using multi-channel are proposed in [247] and [221]. In [247],
a randomized channel selection and a standard back-off mechanism
were considered to develop the MAC protocol proposed in [245]. The
randomized channel selection helps the SUs to handle multi-channels
and the standard back-off mechanism is used to handle the channel
contention. This protocol can achieve load balancing and improve the
sensing and transmission performance. The authors of [221] proposed
a MAC protocol that supports multiple channels in non-time slotted
IBFD-CRNSs. In this protocol, each SU uses FD sensing to detect PUs
re-activation in order to avoid collisions [221].

4.3.2.6. Problems of IBFD-CRNs MAC protocols: Enhancing the throughput.
Authors of [248] considered a non-time-slotted CRN with SUs capable
of sensing while transmitting and PUs operating at any time. The
throughput per frame for the SUs was calculated to find the best SU’s
frame duration with the absence of PUs activity and while considering
the PU’s temperature limit.

To this point, various MAC protocols were considered from their
contraption’s viewpoint in order to help grasping the main idea behind
each protocol. Additionally, a summary of these protocols is provided
in Table 5.

4.4. Network layer considerations in IBFD-CRNs

From the network layer perspective, advantages of IBFD can be
achieved when the routing algorithms begin to use intersecting routes,
which may reduce the route’s length and the overall interference and
may increase the system’s throughput [119]. This can happen if the
terminals in each route are allowed to jointly process bidirectional
flows which may be done by developing network coding techniques
[217,249,250].

In the following text, the available routing algorithms in IBFD and
in IBFD-CRNSs are discussed.
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Table 5
Summary of IBFD MAC protocols in the literature.
Network type Main contribution Reference Notes
Handling the hidden terminal [151] In asymmetric communications, the receiving node can transmit a busy tone until its reception
Centralized problem ends
Handling the node [152] A modification of the IEEE 802.11 frame structure is done to ensure that all nodes have the
IBFD starvation problem opportunity to transmit by allowing the AP to switch between IBFD and HD modes
networks [234] In IBFD-MIMO systems, spatial resources are allocated to the IBFD nodes to increase their
transmission opportunity
Handling the inter-user [235] For the AP, IBFD and HD modes are scheduled to reduce collisions in the network, while
interference problem considering the existence of a certain amount of interference
. .. [160,236] IBFD-MAC protocols are introduced to prevent collisions and the hidden terminals without
Handling collisions and .. .
X . requiring the handshaking procedure
Distributed hidden terminals
istribute [237] CSMA/CA with RTS/CTS is used in IBFD mode and each receiving node is allowed to transmit
a busy tone when it does not have data packets to transmit
[239] CSMA/CA with RTS/full-duplex CTS (FCTS) is introduced to avoid using the busy tone
Handling the inter-node [240] A newly designed FD ACK (FDA) and a Transmission Flag (TF) fields are used to set the
interference transmission mode between nodes before transmitting data
Handling energy consumption [241] SUs are allowed to adaptively change their modes of operation using three types of control
frames
Handling the unexpected [165] SUs packets are fragmented to avoid dropping the packets being transmitted
appearance of PUs [235] Packets and frames are fragmented, and the standard IEEE 802.11 back-off mechanism is used
[145] LAT protocol-based CSS MAC protocols are examined
Considering CSS [243] Separate queues for SUs and PUs, and an error-free ACK/NACK packet for PU’s activities are
IBFD-CRNs used to achieve cooperation between the PUs and the SUs
[244] A cooperative repeat request method ARQ for FD-CRNs, with evaluation of the primary and
the secondary users’ throughputs along with the MAC layer’s packet error rate PER
Handling collisions [213] The protocol estimates the spectrum usage and the collision ratios along with estimating the
contention window size
Handling the synchronization [245] Avoids synchronization between SUs by allowing each SU to work in two stages, one is
between SUs operating in IBFD mode to do channel contention, and the other is performing spectrum
sensing and transmitting data.
1 o [246] SUs are allowed to change their operating channel without waiting for a certain channel to
Providing flexibility . .
R . become idle, and the protocol can operate without a control channel
with multi-channels
[247] A randomized channel selection and a standard back-off mechanism were considered to
develop the MAC protocol introduced in [245]
[221] The MAC protocol supports multiple channels in non-time slotted IBFD-CRNs
Enhancing the throughput [248] A protocol for a non-time-slotted CRN with SUs capable of sensing while transmitting, along

with evaluation of the throughput per frame to find the best frame duration

4.4.1. Routing in IBFD multi-hop networks

In Multi-hop wireless networks, the routing protocol is a very impor-
tant component that is used to satisfy certain performance metrics in
the network, such as increasing the end-to-end throughput. Therefore,
for IBFD multi-hop networks a modification of the Dijkstra’s routing
algorithm was proposed in [251]. This routing protocol considered
the residual SI and solved the joint routing and the power allocation
problems in order to maximize the end-to-end throughput. It is worth
noting that the Dijkstra algorithm starts at the source node and looks
for the shortest path until it reaches the destination node. Furthermore,
a new routing algorithm was proposed in [252] which also considered
the joint routing and the power allocation problems with residual SI for
IBFD wireless networks.

4.4.2. Routing in in-band full-duplex cognitive radio networks

In HD ad-hoc CRNs, the nodes cannot transmit packets while sensing
which means that the spectrum is not efficiently utilized. Moreover,
routing protocols obtain the optimal paths depending on the results
of periodic spectrum sensing, which is performed in the PHY-layer to
find the available channels at each node in the network. However, this
comes with the price of consuming extra energy and time to perform
these sensing operations. Furthermore, more time is required for the
process of switching between different channels to sense them. How-
ever, if IBFD technology was applied to ad-hoc CRNs, the nodes would
be able to transmit packets while performing spectrum sensing. Thus,
the required time to find the available channels will not affect the trans-
mission. Fortunately, authors of [253] have discussed the problems of
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non-time slotted multi-channel CR ad-hoc networks. Specifically, they
discussed the reactivation failure, the frequently unexpected handoffs,
the non-real-time aggregation, the inefficient power allocation and
the frequent reroute problems. Interestingly, they introduced a FD
framework to address these problems.

Beyond all that, routing in FD-CRNs has only been considered in
two studies so far [254] and [255]. Interestingly, the routing algo-
rithm proposed in [254] assumes that each SU can have simultaneous
transmission and reception over different channels. Additionally, each
SU is assumed to be capable of suppressing the SI. Furthermore, the
feasibility of conducting simultaneous transmission and reception over
different channels FD communications between SUs was examined by
employing a “path Capacity” metric. This metric considers maximizing
the number of links that can be simultaneously activated across a
given path while using the minimum number of distinct channels.
Accordingly, the routing algorithm chooses the best path and assigns
the channels in order to achieve the highest capacity possible. However,
in [255], the researchers continued their study to include SUs capable
of transmitting and receiving over the same channel (i.e. IBFD). They
analytically studied the channel assignment and the path selection
problems while enhancing the “path capacity” metric.

Excitingly, routing in IBFD-CRNs is still an open field for further
research in the future.
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5. Future research work and recommendations
5.1. In-band full-duplex and self-interference-cancelation

IBFD technology and SIC techniques should be more mature in order
for them to be added in a new wireless standard. This maturity is in dif-
ferent aspects; such as handling network and MAC layer, demonstrating
the SIC techniques in different operating environments, and applying
IBFD and SIC techniques in practical sized devices rather than having
large prototypes.

5.2. In-band full-duplex cognitive radio networks

5.2.1. Sensing and analysis processes

The PHY components of IBFD-CRs must be able to sense a wide
range of the spectrum. This can be done in the future by applying
wideband sensing techniques in IBFD-CRNs.

Energy detection has been studied extensively in the past litera-
ture, however, this technique cannot detect weak signals. Moreover,
waveform-based detection and cyclo-stationary feature detection con-
sume considerable power because of their complexity. Therefore, ef-
forts should be made to reduce the complexity of such techniques in or-
der to use them in real-life application. It is noteworthy to mention that
wide-band spectrum sensing techniques require high sampling rates,
thus, they need high-speed signal processors and high-resolution ADCs.
This means the design of accurate and reliable wide-band spectrum
sensing techniques with low complexity is quite challenging. However,
this is still a growing field and is very likely for such challenges to be
handled in the near future. Furthermore, wide-band sensing techniques
have been studied and analyzed through simulations in the literature.
Thus, the physical implementation of such sensing techniques should
be studied in the future for both HD and IBFD modes.

5.2.2. Reasoning process (spectrum sharing)

DSA in IBFD-CRNSs has been considered in relay networks and there
is one study that considered a multi-hop network in various fading
environments [214]. Thus, there is a need to study overlay networks,
multi-hop networks, and different networks in fading environments.

5.2.3. Adaptation process

The available channels and hence, the operating parameters of
CRs in the network will vary depending on the positions of CRs and
PUs. Varying the positions of PUs have been studied only in [224].
Therefore, varying SUs and PUs positions should be considered in the
future to get closer to real-life applications.

5.2.4. General recommendations about IBFD-CRNs

Many studies about IBFD-CRNs can be extended in the future
by considering more complicated network scenarios, such as using
multiple PU transmitters (e.g., [224]). This will increase the maturity
of IBFD-CR technologies, such that they can have a specific wireless
standard to be used in real-life applications.

Creating practical devices that support adaptive FD-HD and FDTR—
FDTS-CSS modes of operation is encouraged; since such adaptive mod-
els will avoid collisions with PUs and increase the throughput of
CRN.

IBFD-CRNs have been secured in the PHY-layer using SIC tech-
niques [256] and by allowing the SUs to transmit jamming signals
while sensing or while receiving data (or energy) packets to avoid
eavesdropper’s attacks [2]. However, PHY-layer security has not been
studied for overlay and interweave DSA models, and it needs further
investigation in underlay models; as it has been studied only when
PUs are the eavesdroppers [2,257]. Additionally, other CRN threats
such as PU emulation attacks [258], jamming attacks, denial-of-service
attack, spectrum sensing data falsification attacks and others [259]
have not been considered for IBFD-CRNs. Furthermore, the effects of
spectrum sensing techniques on the security of IBFD-CRNs have not
been examined in detail in the past literature [2].
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6. Conclusions

A review of the cognitive radio networks, the IBFD communications,
and the IBFD-CRNs is presented in this work from the perspective of
each network layer. It has been shown that IBFD-CRNs can offer higher
spectrum utilization, data rates, and energy-efficiency, compared to
HD-CRNs. However, this comes with a price, as the IBFD-CRNs require
new signal processing methods (in the PHY-layer), new resource allo-
cation algorithms (in the MAC layer), and new network-layer routing
protocols. The most important aspects that need to be considered
when designing an IBFD-CRN are: the used SIC technique, the used
sensing technique, the used spectrum access mechanism, the network
architecture, the used routing protocol and the metrics that need to
be optimized (i.e. throughput, QoS, energy efficiency and spectrum
utilization).
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